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Abstract—Smart Grid (SG), regarded as the next generation of using Cloud platform for demand response optimization
electric grid, will use advanced power, communication, and in the SG. Rusitschkat al. [10] presented a model for the
information technologies to create an automated, intellignt, SG data management based on CC, which takes advantage

and widely distributed energy delivery network. In this article, o . .
we explore how Cloud Computing (CC), a next-generation of distributed data management for real-time data gatherin

computing paradigm, can be used for information management Parallel processing for real-time information retrievahd
of the SG and present a novel SG information management ubiquitous access. Nagothet al. [8] proposed to use CC
paratdi(%rg,s ((:f-?illl\i)(j \S:\/IOUd SlerViftiﬁ bslsedf_fG Igformatiton _i\_/lan?ge data centers as the central communication and optimization
men . We analyze the penefits ana opportunities frm H i i+ H
the perspectives of bothythe SG domain and pt[?le CC domain. mfrastructgre supporting a cognitive radio netyvprk of sma
We further propose a model for CSSGIM and present four meters. Nikolopoulot al. [9] presented a deuspn—support
motivating applications. system and a CC software methodology that bring together
energy consultants, consumers, energy service procedndes
modern web interoperable technologies. Kanal. [7] pro-
1. INTRODUCTION posed a Cloud-based demand response architecture for fast

Smart Grid (SG), an enhancement of the 20th centurgsponse time in large scale deployments. Our work advances
electrical grid, is regarded as a system that uses two-way cahis line of research by minutely analyzing the benefits and
munication and information technologies, and computationopportunities from the perspectives of both the SG domaih an
intelligence in an integrated fashion across electricipay- the CC domain, further proposing a model connecting these
ation, transmission, distribution and consumption to ewhi two domains, and presenting some motivating applications.
an electric system that is clean, secure, reliable, efficemd This article is structured as follows. We first analyze the
sustainable [6]. The evolution of the SG heavily relies oa thbenefits of using CSSGIM in Section 2. We then describe the
utilization and integration of modern information techogies. model of CSSGIM in Section 3, and present four application
With the development of new applications and services thegenarios in Section 4. In Section 5, we conclude this articl
can leverage the capability upgrades enabled by the addanaed present some future research topics.
information system, the grid will keep becoming “smarter.”
However, the overwhelming heterogenous information gener 2. BENEFITS AND OPPORTUNITIES
gted in the SG due to widely deplpyed monitoring, meter- In this section, we will analyze the benefits of CSSGIM and
ng, measurem_ent., and cqntrol devices calls for_a powerftHIe opportunities from the perspectives of both the SG domai
and cosF—effchve |_nformat|on management paradigm foa dacmd the CC domain.
processing, analysis, and storage.

Therefore, we suggest that the information technology
(IT) industry should be involved to assist in the informa#. The Smart Grid Domain

tion management of the SG. More specifically, we explore First, CSSGIM can improve the level of integration and uti-
how Cloud Computing (CC), a next-generation computingzation of information in the SG. In many cases, autonomous
paradigm, serves the information management in the Sgusiness activities lead to “islands of information,” arglaa
The concept of CC is based on large data centers wiisult the information in each department of electric iytili
massive computation and storage capacities operated byl Clgs not easily accessible by applications in other orgaitnat
providers, whichdeliver computing as a serviceShared or departments [6]. However, ensuring that the information
resources, software, information, and storage are pravitte s widely available, with privacy enforced, is critical thet
computers and other devices as a utility over a netwArkSG  operations in the SG. If all or most of the information is stbr
information management paradigm, in which the managemeitid managed by a service provider in the Cloud, we actually
is (partially) accomplished via CC, is calledlioud Service have a fairly cost-effective way to integrate these islaatls
based SG Information Managemg@SSGIM). information. Furthermore, a high level information intation

Recently, researchers have studied how to use CC to hglgo provides potentials to increase the informationaatilon
manage the SG. Simmhagt al. [11] analyzed the benefit level and improve the quality of decisions in operations.

_ , Second, CSSGIM can help simplify the information system

This research was supported in part by ARO grant W9LINF-08T design in the SG domain and reduce the operational cost. Some
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the federal government. information management services (e.g. information srag



data analysis, and strategy computation) can be outsotwceth this new industry The CC has achieved success in many
the Cloud, and the electric utilities can request the sefgijc areas, such as mobile business, electronic commerce, and
and application(s) when needddis makes sense for the threelata storage service. It should also take advantage of this
reasons in the following opportunity to broaden the success. Note that some piofieer |

The first reason is that the SG is a complex system obmpanies have launched some preliminary programs already
systems, resulting in complicated interactions amonggnerMicrosoft Hohm[2] is an online web application that enables
information, and communication subsystems [6]. Trad#ioncustomers to analyze their energy usage and provides energy
electric utilities may not have enough expertise on thegiesisaving recommendations. Google launcResverMeter[1] as
and deployment of complicated information systems. Thera-free energy monitoring service, providing visualizasiaf
fore, the evolution of the SG may require the more experignceustomer energy usage, the ability to share informatioh wit
IT industry to be involved. others, and personalized recommendations to save energy.

The second reason is that once an information management
service is provided as a utility by the Cloud, many electric 3+ A MODEL OF CLOUD SERVICE BASED SMART GRID
utilities may use this service to realize some functionouit INFORMATION MANAGEMENT
designing and implementing their own services from scratch In this section, we present a model of CSSGIM, shown in
Also, Cloud service providers will take care of service upda Fig. 1, which consists of the SG domain and the CC domain.
upgrades, and optimizations. This improves the utilizattd The SG domain is composed of seven sub-domains, which are
services and resources while reducing the operationalafostcompliant with the standards defined by the National Inttitu
the actors in the SG domain, since they do not have to inv@§tStandards and Technology (NIST) [3he CC domain is
a large amount of money into complex and costly informatictpmposed of three sub-domainis the following, we first
system design, deployment, maintenance, and upgrade. describe each domain and the corresponding sub-domains,

The third reason is that the resource demands for mafign present how these two domains are connectedijreaity
computation and data intensive applications in the SG vaiscuss a model to enforce protection policy.
so much that a scalable platform is required to deploy and
operate. For example, the resource demands for the utglity vA- The Smart Grid Domain
over the time of the day, with peak operation occurring dyirin - According to the model of NIST [3], an SG consists of seven
the day and information processing needs slowing down @ib-domainsbulk generation, transmission, distribution, cus-
night [12]. The essential property of the CC — high scalgbili tomers, markets, operationand service providersas shown
and on-demand — makes the scaling problem in the SG munohFig.2. Let us first look at bulk generation, transmission,
easier to solve. distribution, and customers.

Third, CSSGIM can generate opportunities for the pros- A power grid basically works as follows. Usually, electtyci
perity of the ecosystem of the SG. The technology (e.$ generated at a few central power plants by electromechini
distributed generations [6]) enabling individuals and Bmzgenerators. The generating plants are quite large andelbcat
businesses with the capability of generating electrictydrs away from heavily populated areas. The generated electric
entry barriers for new players and liberalizes the markets power is stepped up to a higher voltage for transmission in
the SG domain, since the electricity generated from the etite transmission system. The transmission system moves the
users can be traded. CSSGIM further lowers the entry barrigpower over long distances to substations. Upon arrival at a
since it would be much more cost-effective for end users gwbstation, the power is stepped down from the transmission
use pay-as-you-go and on-demand CC to realize informatilewel voltage to a distribution level voltage. As the powgitse
management, compared with the case where they design &l substation, it enters the distribution system. Finaifyon
implement their own information systems. Furthermore, atrival at the service location, the power is stepped dovairag
present CC is one of the hottest areas of research whé@m the distribution voltage to the required service vggs).
new exciting services and applications keep emergingouari This process covers the basic idea of the bulk generation,
applications developed and deployed by the service prowvidéransmission, distribution, and customer sub-domains.
offer a range of value added services to the consumers. ThiBulk Generation The actors in this sub-domain are re-
trend may also inspire new exciting information managemesponsible for the bulk generation of electricity and the-cor
services in the SG domain, which further advance the proesponding control, measurement, protection, and reegrdi
perity of the ecosystem of the SG. procedures. Therefore, the information management part in
this sub-domain should 1) record key performance and gualit
of service issues such as scarcity (especially for wind and
solar) and generator failures; 2) utilize the data provioyethe

The emerging SG is also a good opportunity to advaneearket subdomain to schedule generation and simultaneousl
the CC industry. The SG is widely envisioned as a promigrovide availability data to the markets; and 3) record the
ing solution to the next-generation power system, which Hstory of device operations and maintenance, and anafeze t
expected to generate billions of dollars in revenue each yegerformance and the life expectancy of devices.

Fortunately, the SG itself is an advanced platform with gper  TransmissionThe transmission system is the carrier of the
communication, and information integratedhich provides bulk electricity over long distances. The information man-
a point of penetration for the IT companies to get involvedgement part in this subdomain should provide monitoring,

B. The Cloud Computing Domain
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Fig. 1. Proposed Model of Cloud Service Based Smart Gridrinéhion Management
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information exchange, and control data for operations @md ¢ B. The Cloud Computing Domain

trol of transmission substations and field devices. Thisrinf In this subsection. we describe the three sub-domains of the
mation is generated from widely-deployed measurement aags omain in our modelCloud providers, service providers
monitoring devices, such as sensors and phasor measurergaglend users

units [6]. Furthermore, this information should be properl ~|oud Providers A Cloud provider, the owner of the

used to manage the operations in the transmission systgifastructure, is responsible for managing physical dritial
including optimizing power flows, improving reliabilitynd  esources to host applications and services, such as com-
optimizing asset utilization. puting, data storage and management, and user developed
Distribution: The distribution system is the electrical interapplications. A Cloud provider has to assign virtual resear
connection between the transmission system and the customebe hosted on its physical resources [5] and can hence
sub-domain. As pointed out by NIST [3], the SG distributioprovide maximum flexibility to configure various configura-
system will communicate closely with the operation suliions/partitions of physical resources to serve requestis w
domain in real-time to manage the power flows associatg@fifering requirements [4].
with a more dynamic market sub-domain, and hence promptlyService ProvidersA service provider leases resources in
adjust localized consumption and generation. A large amouyne Cloud infrastructure provided by the Cloud providerd an
of monitoring and control information, including load m&ea provides applications or services that will be utilized byde
ment and distribution system reliability, should be marmkige ysers. In order to differentiate a service provider in the CC
this sub-domain. domain from a service provider in the SG domain, we call
CustomersThe customer is ultimately the stakeholder thahe former onea CC service provideand the latter onen
the entire power grid system is created to support. Custem&G service providerin addition, some CC service providers
are allowed to manage their energy usage, generation, amay form a special class of actors, called service brokers. A
storage. The communication and information systems stippservice broker, as an actor with the expertise on the Cloud,
the realization of many advanced user features, such ageenmmediates between end users and other CC service providers
control, monitoring and control of distributed generatiam for gathering end user requirements, locating the bestldeit
home display of customer usage, automatic reading of metéE€ service providers, and assisting end users in (dynalyiical
and control of new electric devices (e.g. electric vehicles buying, obtaining, and releasing Cloud services [4]. The
In addition to thefour basic sub-domains abgviaere are idea of service broker is compelling because as the number

three other sub-domains supporting the SG: markets, ser/@ services supported increases, end users may have more
providers, and operations. difficulties in finding a CC service provider that best meets

Markets The market is the place where grid assets afReir requirements, such as cost, availability, perforceaand

bought and sold. The information management part of trgrvice category.
sub-domain provides information support for the analysis a ENd Users An end user generates demands for the Cloud
optimization of the pricing, for the balance of supply anlp process and is the consumer of the services provided.
demand, and for the energy trading between bulk generators,
utilities, transmission operators, and customers. C. Connection between the Smart Grid Domain and the Cloud
Service ProvidersThe actors in this sub-domain performComputing Domain
services to support the business processes of other actons, our model, we mainly use CC to assist information
existing in the grid system. Such services may be performgthnagement tasks in the SG, such as storage, integration,
by the electric service providers, existing third parties, validation, analysis, and optimization of various data and
new participants drawn by the new business models. Thesformation existing in the SG domain. These tasks can be
business processes range from traditional services sucho@gourced and offered by the CC domain as pay-as-you-go
customer account management and billing, to enhanced ngwd on-demand services.
customer services such as management of energy usage anthe actors in the information managemeatt of the six SG
home energy generation [3]. Almost all of these process&sh-domains in the following bulk generation, transmission,
need the involvement of the information management systegistribution, customer, market, and operation domains +kwo
which 1) manages customer information; 2) utilizes usage das the end users in the CC domaline connections are shown
and pricing to encourage load control by the customer; By Lines 1-6 in Fig.1. These actors analyze their infornmatio
provides an effective information interaction interfa@veeen requirements and ask for solutions in the CC domain as end
the customers and the markets; and 4) provides informatiggers. In other words, these actors mainly focus on cafigcti
support for the emerging services. and abstracting information service requirements from3e
Operations The actors in this sub-domain are responsibldomain without considering the details of how such services
for the operation of the power system and the managementoé fulfilled. The actors in the CC domain are responsible for
the movement of electricity. In order to maintain reliablela the development, deployment, maintenance, optimizatod,
safe operation of the grid, the information managementipartupgrade of such services.
this sub-domain should support aggregation, validatiaiit; e The services or applications requested by the actors in
ing, estimation, and analysis of the monitoring, measurgmethe SG domain may already exist, such as large amount of
metering, and operation data gathered from the power gridinformation storage service. If such services or appliceti



do not exist (e.g. user billing, account analysis, or gratug actors in the SG. If no strategy that meets the requiremsnts i
analysis), the CC service providers may need to design diodind, the PPM then notifies the actors and lets them decide
deploy these new services. Therefore, many actors in the 8Bether they are willing to decrease the protection levels.
domain (e.g. electric utilities) may utilize these sergid®e We list three possible strategies in the following. First le
realize their functions. This actually improves the utitibn us look at the strategy ofhoosing trustworthy CC service
of services and resources since different actors in the P@viders For example, for storing and processing critical
domain do not have to design and implement the same functiamd regulated information, the PPM chooses the privatedClou
from scratch. Moreover, the cost of update, upgrade, atafulfill the required information management tasks (a® als
maintenance can also be cut down, since the CC servimgggested in [11]). In this way, data can be stored, prodesse
providers will take care of these tasks. and transferred in a trustworthy and controlled environinen
The SG service providers may work as end users or ev®acond, let us look at the strategy operating encryption
CC service providers. The connections are shown by Lines information storing and computatioRor storing sensitive
7-8 in Fig. 1.If SG service providers only abstract servicelata, the PPM provides an extra layer of data encryption
requirements and ask the CC service providers to realize thtccording to the requirements of the actors in SG. For pro-
service, SG service providers actually work as end usersdessing sensitive data, the PPM protects sensitive infilsma
the CC domain. However, sometimes SG service providdrg enabling computations with encrypted data, validatimg t
may also work as CC service providers. This is because ttemputation result, and recovering the required resutimfr
SG service providers usually understand the electric powtbe output of the computations fed with encrypted data. Such
industry better than traditional CC service providers. rfEhe secure computation outsourcing was recently shown to be
fore, it might be better if the SG service providers desigieasible in theory and practice [13]. Third, let us look a th
the corresponding applications and services by themsehatsategy ofincreasing the redundancy of information storing
using the Cloud architecture. SG service providers may aland computationFor storing a critical data item, the PPM
specifically work as service brokers in the CC domain. Asay leverage storage virtualization technology. It insessthe
mentioned before, as the number of new services supportedédundancy of this data item and stores different portidns o
the CC domain increases, end users may have more difficultieis data item in different CC service providers. With catef
in finding the most suitable one that meets their requirementedundancy design, if some portions of this data item are
Since the SG service providers have a good understandingsing or compromised, we may still be able to recover the
of electric power industry, they, working as service brakeroriginal data item. For some critical information compigat
should be more helpful to assist the end users in locating ttasks, the PPM may construct multiple copies and use diftere

required services if possible. CC service providers to run them simultaneously. Once one
of them is done on time, the service result can be delivered
D. Protection Policy back to the actors in the SG domain.

Ensuring information security, privacy, and quality of-ser
vice would be crucial to the CSSGIM. Information security 4. APPLICATIONS
and privacy may be the biggest concern in outsourcing in-In this section, we present four application scenarios that
formation management to the Cloud [12]. Moreover, guagemonstrate the effectiveness of the SG — CC interplay.
anteeing quality of service is important for grid operation
For example, fa|.lure to promptly diagnose the system fallu'rA_ User Data Management and Application Service
from the operational data may lead to serious problems or _ - ]
even disastrous results [6]. We therefore propose a conmpone First, traditionally the user data is stored by, for exam-
called Protection Policy Manager(PPM), which resides in ple, the elgctnc utility for b|II|ng |nf.ormat|on. Howevenn.
the SG domain but provides an interface between the actil§ €merging SG, user behavior is not always associated
in the SG domain and the actors in the CC domain Hith the electric utility. For example, the SG emphasizes a
enforce security, privacy, quality of service, and othesgible 9rid paradigm —microgrid, which is a localized grouping

information management protection requirements. In fact °f €lectricity generations, energy storages, and loadsA6]
SG service providers can offer PPM as a service. microgrid can function autonomously without obtaining gow
from the electric utility. The operational and user data in a

Smart Grid Domain microgr_id may not be stored i_n the electric utility because
(Actors in Smart Grid Cloud it functlon§ autonomously. Using the CIOL_Jd to store and

T : analyze this user data would be a good option. The user data

Protection Policy Manager Comput_lng storage and analysis services are provided by the CC service
[_seourty ] cuatyer Domain providers as “pay-as-you-go” services. The customers én th

[ Privaey ] SG domain transfer the user data to the Cloud and request the

corresponding services when needed.
Fig. 3. Protection Policy Manager Second an important feature of the SG is that the use
The PPM has a set of strategies that are pre-comput#dtwo-way flows of information and energy enables many
or computed on the fly. It chooses appropriate strategiadvanced applications or functions to control the openatio

according to the protection requirements indicated by tloé devices in the SG. One key role to realize this is the




smart meter, which can obtain information from users’ desic the advanced infrastructure of the SG leads to many potentia
and appliances, while also controlling the behavior of thmarkets. Establishing and maintaining an advanced trading
devices [6]. Many important functions, such as realtimer usimformation system is probably costly, especially for dmal
behavior analysis and demand response [6], are realized baalectric utilities or personal users who just want to doitrgd

on this platform. With the advancement of the SG, more amdthout the motivation to construct a trading system. Daativ
more functions may be invented and deployed. One importang a trading information service as a “pay-as-you-go”itytil
guestion is whether it is possible for us to add new appbeeti is hence compelling. The information storage, analy<islitrg

to the platform, without the need to perform upgrades or hastrategy computation, advanced trading options (e.giajct
resets. This issue may be solved with the use Gfcaud-Smart and even advertising are offered by CC service providers
Meter Frameworkas shown in Fig. 4. as services. The users provide the requirement of what they
want to buy or sell, and request the service provider for a
trading service. This is similar to somebody using an online
stock trading program to trade stocks, bonds, etc., in &stoc
exchange. The trading information service system will fimel t
match for the users.

External C ication Flows |
Internal C ication Flows
Electrical Flows

Cloud COmputing!
Domain
C. Grid Operation Information Analysis Service

The emerging SG will generate a large amount of data,
due to the wide-scale metering, sensing, and monitoring op-
erations [6]. Storage, realtime analysis, and optimiratid
such large amount of data is a nontrivial task for traditlona
electric utilities. Outsoucing this task to the CC domainyma
= be a compelling option, since the Cloud providers are uguall
Smart ('E‘"d equipped with a large number of massive data computing

Domain and storage centers. Therefore, electric utilities cansfex

the data to the CC service providers and request storage,
realtime analysis, and optimization of the data as services

All the services are located in a Cloud, call8thart Meter Furthermore, once such information from multiple electric
App Cloud The service development, maintenance, and updaidities is accessible and integrated by a CC service plevi
are accomplished by the service providers in this Cloud. With data privacy rules enforced, the service provider may b
smart meter works as a command terminal, which requests savte to provide better grid operation support based on more
vices via a public interface, and controls the devices alingr comprehensive information.
to the information returned from the Cloud. This is analogou
to the scenario where personal computers use a unified wBb-Recommending, Consulting and Advertising Service
based interface (e.g. an Internet browser) to request a@hob The user energy usage data is full of user behavior informa-
Cloud services. Consider, for example, a smart air conétio tion, which can be mined to provide energy recommendations
control service, which learns the human activity pattems or consultant advices for the users to help them reducedilli
order to optimize the schedule of the air conditioner to heda or help the grid operate better. This information can also be
the billing and warming/cooling. This service is locatedlie used to advertise appropriate energy saving appliances Fr
Smart Meter App Cloud. A smart meter, acting as an end ughe perspective of product sellers, this information caprione
in the CC domain, requests this as a service and controls the hit rate of advertisingAn electric utility or a user can
air conditioner according to the information returned.H&t use such recommending, consulting and advertising sexrvice
machine learning algorithm in this service, which learns thf they allow the CC service provider to access the user data
human activity patterns, is optimized and updated, the smuith privacy rules enforced and then ask the service pravide
meter just does the same thing (i.e. requesting the servicedeliver these services. This service can become smarter
and interpreting commands from the Cloud) without the nedfd more information (probably provided by other parties,
to know the update. In order to locate the suitable serviseich as location information providers and social network
providers in the Smart Meter App Cloud, the smart meter caervice providers) is integrated, with privacy enforc€or
ask the service broker for assistance. example, this service can leverage the user data from tocati
information providers (e.g. Google Latitude) to provide an
optimized electric vehicle charging scheduling for all trsers
it serves to avoid simultaneous charging, which will lead to

In the emerging SG, an advanced trading information sef-significant load on the existing distribution grids [6]. An
vice is needed to support more flexible power grid asset buptustrative example is shown in Fig. 5.
ing and selling operations. As mentioned before, distatut
generation of electricity lowers the entry barriers for new 5. CONCLUSIONS ANDFUTURE RESEARCH
players and liberalizes the markets in the SG domain, sincen this article, we have analyzed the benefits and opportuni-
personal users can trade their generated electricity.eftwer, ties of using CC to help information management in the SG,

Fig. 4. Cloud-Smart Meter Framework

B. Advanced Trading Information Service
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