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Abstract—Most cryptographic mechanisms, such as symmetrét asymmetric cryptography, often

involve the use of cryptographic keys. However,cajlptographic techniques will be ineffective ifeth

key distribution mechanism is weak. The security nedst modern cryptographic systems of key
distribution mechanism is based on computationaiglexity and the extraordinary time needed to break
the code. Quantum Key Distribution (QKD) or Quant@ryptography is attracting much attention as a
solution of the problem of key distribution; QKDferfs unconditionally secure communication based on
guantum mechanics. In this article we survey thetnpopular QKD protocols. Also, we give a short

state of the art of Quantum Cryptography

Keywords: Quantum Cryptography, ey distribution,

Quantum Kastribution protocols.

1. INTRODUCTION

The security has become a big concern in wiredveineless
networks.
challenges and opportunities in achieving secuyyitgls, such
as confidentiality, authentication, integrity, dadility,
access control, and no repudiation. Cryptograpgtniques
are widely used for secure communications.

Cryptography is composed schematically by two syste
symmetric encryption and asymmetric encryption.

The cryptosystems of symmetric encryption use #meskey
for cipher and decipher messages. The key mustdseved
secret by the parties of a communication. So irtavork of
n people wanting to communicate in a confidentialywith
a cryptosystems of symmetric encryption, it is sseey that
the keys are distinct. Precisely, it is necessargreate and

distribute n(n - 1)/2 keys which are distinct and secret. As

we can remark, the cryptosystems of symmetric egtizny
suffers from the problem of creation and distribntithe
keys. This problem is mainly solved by the instadla of the
cryptosystems of asymmetric encryption (A. J. Mesez
1996).

* This work is partially supported by the Academy stasll of Sciences and
Technology (Morocco).
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A cryptosystem of asymmetric encryption operates by
handling two keys: secret and public. Each parietp
diffuses a public key with his name. If one wishis

The characteristics of networks pose bottommunicate with a participant, it is necessargetmver his

public key and cipher with it the message, and stral
ciphered message to this participant which is thlg person
who knows the secret key which makes possible tipter
the received messages. The secret key is of coelaed to
the public key, in practice by a mathematical iefat The
power of the security of these cryptosystems isethasn
algorithmic complexity; it is difficult in practiceo deduce
the secret key from the public key in a reasonaldtay.
Nothing proves however that this security is not
compromised in a near future because there is celaaated
evolution of the software and the specific hardw&e many
cryptographic schemes in use today would be brokih
either unanticipated advances in hardware and igthgoror
the advent of quantum computers.

Another solution to the delicate problem of disttibn of
keys met in cryptography consists at using the lafvshe
guantum physics. It is precisely to place at theposal of
security of computing systems a Quantum Cryptograph
protocols in order to carry out a task of exchankeygk with

a great security. Quantum Cryptography has beenepro
secure even against the most general attack alldyetthe
laws of physics and is a promising technology fdo@tion in
realistic cryptographic applications. Quantum Cogpaphy
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allows two parties to expand on a secret key they have
previously shared. Various quantum cryptographimquools

the system security by applying specific methods Key
distribution under various attacks.

have been proposed in order to achieve unconditiona

security.

In this article, we give in details the descriponf the

The first one who examined the security of quantum
cryptosystems was Lutkenhaus (N. Lutkenhaus, 1986E.
Biham and T. Mor, 1997a, b) Biham and Mor preserded

famous Quantum Cryptography protocols: BB84, B9#8 ammethod of resolving collective attack. Mayers amadv&il (D.

E91. Also, we provide a short presentation of saftteers
recent protocols.

The organization of the remainder of our papersisaiiows.
In section Il, we introduce the state-of-the-art@fiantum
Cryptography. The description of the protocols BBB92,
E91 and others protocols is given in section lihaly, we
conclude the paper in section IV.

2. STATE OF THE ART OF QUANTUM
CRYPTOGRAPHY

Mathematicians have searched for ages, for a systam
would allow two people to exchange messages ineperf

Mayers and L. Salvail, 1994), Yao (A.C.-C. Yao, 39and
Mayers (D. Mayers, 1996) based their research 0i84BB
Protocol (C.H. Bennett and G. Brassard, 1984)ebilp that
this method could provide unconditional securityl aesist
various attacks. In the article (C.H. Bennett, )9Bénnett et
al. examined the security of even—odd bits of Quiant
Cryptography.

Despite the development of Quantum Key Distribution
protocols (QKDP), after 20 years, a group of sci®ola
asserted that although quantum cryptosystem basethe
QKDP can achieve unconditional security, its kepeagation
is not efficient in practice because the qubitmgraitted in
the quantum channel cannot be completely employEdr

privacy. Quantum Cryptography was born in the earlgxample, out of 10 qubits, only 5 qubits are usedkey

seventies when Stephen Wiesner wrote the artiohmji@ate
Coding"(S. Wiesner, 1983), was rejected by
Information Theory but was eventually publishedl®83 in
SIGACT News (15:1 pp. 78-88, 1983).
showed in his paper how to store or transmit twesgages
by encoding them in two “conjugate observablesthsas
linear and circular polarization of light, so tlether, but not
both, of which may be received and decoded. His ide
illustrated with a design of unforgeable bank notes

generation. Also, its key distribution applies dimee pad

IEEmethod, and the length of the key must be the searbat of

the plaintext, so the number of qubits requiredefereeds the

Stephen Wiesnéength of plaintext. So, the cost of frequent traission of

bulk messages is much too high. Consequently, ¢heidea

of Quantum Secure Direct Communication (QSDC) is
proposed. A QSDC protocol transforms plaintext abitp to
replace the key, and transmits the messages vigudetum
channel. This reduces the number of qubits used, éhables
automatic detection of eavesdroppers.

The ongoing development of quantum cryptosystems

thereafter was primarily the result of the effoofsCharles
Bennett and Gilles Brassard. Most quantum crypiggea
key distribution protocols developed during thahdi were
based on Heisenberg’'s Uncertainty Principle andl'Bel
Inequality. Others employed the quantum non-loedilim,
such as the cryptosystem developed by Biham efEal.
Biham, 1996). Users store a particle in the quantuemory
of the sending center, such that the users of dneescenter
are assured secure communication. Phoenix et a.p.S
Phoenix, 1995) introduced a method of developing
quantum cryptographic network
guantum non-localization. Huttner and Peres emplayen-
coupled photons to exchange keys (B. Hutter andPékes,
1994), and Huttner et al. also applied a weak tatiom to
reduce significantly the level of tapped informatidB.
Hutter, 1995). Wiesner used bright light to constria
guantum cryptosystem (S. Wiesner, 1993).

The early quantum cryptosystems developed in tig®4and
1990s however lacked complete facilities of redeane the
security of key distribution protocols. An eaveguer in
these systems was assumed to be able to adoptsiombye

Beige et al. (A. Beige, 1999) was initialized tHab®ration

of QSDC Protocol. In their scheme, the secure ngessa
comprises a single photon with two qubit statesjeitomes
read-only after a transmission of an extra classivessage
via a public channel for each qubit. Later Bostr@&md
Felbingeer developed a Ping-Pong QSDC Protocol (K.
Bostro, 2002) that adopts the Einstein—PodolskyeRos
(EPR) pairs (A. Einstein, 1935) as the quantumrimtttion
carriers. In this protocol, the secure messagesdaceded
@uring transmission, and no additional informatimeeds to

rather than adoptinge transmitted. A QSDC scheme using batches oflesing

photons that acts as a one-time pad (F.-G. DengGhd
Long, 2004) is proposed by Deng et al. in 2004 iang005
Lucamarini and Mancini presented a protocol (M.
Lucamarini and S. Mancini, 2005) for deterministic
communication without applying entanglement. Wahgle
proposed a QSDC approach that uses single photins,
which the concepts were resulted from the order
rearrangement and the block transmission of theogpiso(J.
Wang, 2006).

3. PROTOCOLS OF QUANTUM CRYPTOGRAPHY

wiretap methods but quantum mechanics can in peacti

support more complex methods. Applying a separatthoa
to manage each possible attack is quite difficuitd a
numerous research scholars devote themselves aneinig

60

3.1 BB84 Protocol

This protocol (C.H. Bennett and G. Brassard, 1984}
elaborated by Charles Bennett and Gilles Brassal®84. It
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is based in its design on Heisenberg’'s Uncertadfigciple.

The BB84 can be described as follows (M. Elboukhari

It is known as BB84 after its inventors and year 0£009a, b):

publication, was originally described using photon
polarization states to transmit the informationyAwo pairs
of conjugate states can be used for the protocal, reany
optical fiber based implementations described ag88Bse
phase encoded states. This protocol is surely thet famous

and most realized Quantum Cryptography protocole Th

security proof of this protocol against arbitragwesdropping
strategies was first proved by Mayers (D. Maye€§)1, and
a simple proof was later shown by Shor and PreéRillW.
Shor and J. Preskill, 2000).

The sender and the receiver (Alice and Bob) areected by
a quantum communication channel which allows quantu
states to be transmitted. Actually, there are tm@ans to
transport photons: the optical fiber or free sp@Rdiughes,
2002). Recent research are experimenting the usdoofs
and electrons as a quantum particle (Knight,

1) Quantum Transmissions (First Phase)

a) Alice chooses a random string of kifS{0,1}", and a

random string of basd&d1{0, (} ",
the length of the final key).
b) Alice prepares a photon in quantum staﬁefor each

wheren>N (N is

bit din d and b in b as in Table 1, and sends it to Bob

over the quantum channel.
¢) With respect to eitherl or O, chosen at random, Bob

measures each, received. Bob’s measurements produce
a string d 0{0,1}", while his choices of bases form

b 0{0,1}".

2005)-

(Tonomura, 2005) and perhaps a novel kind of quantu2) Public Discussion (Second Phase)

channel will appear. The quantum channel may be¢aed
with by an enemy. By its nature, this channel pntsve
passive monitoring.

In addition Alice and Bob communicate via a puldliassical
channel, for example using broadcast radio or thermet.
Neither of these channels need to be secure; thteqml is
designed with the assumption that an eavesdrofijye) can
interfere in any way with both. So, this classich&nnel may
be passively monitored but not tampered with by.Eve

BB84 uses the transmission of single polarized @ot(as
the quantum states). The polarizations of the piwtare
four, and are grouped together in two different no
orthogonal basis.

Generally the two non orthogonal basis are:
-base O of the horizontal (0°) and vertical polarization
(+90°), and we represent the base states withntigtive

notation: |0) and |1). We have O ={|0),| D} (for details

about quantum computation please see (M. Nielsenl.an
Chuang, 2000)).
-base 0 of the diagonal polarizations (+45°) and (+135°).

The two different base states afe) and |-) with
1
(o)+|1) and |-)=—4=(0)-|1)). We have
|+>\/—|>+|> |>\/;|>|1>
0=

In this protocol, the association between the mfation bit
(taken from a random number generator) and thes bas
described in Table 1.

Table 1. Coding scheme for the BB84 protocol.
Bit ] O
0o | [9=a, | [|*=3
1| [D=a, | [)=a,

61

a) For each bitd in d:
i) Alice over the classical channel sends the vailtie
b, to Bob.
i) Bob responds to Alice by stating whether hedis
the same basis for measurement. Bdthand d are

discarded ifb, b, .
b) Alice chooses a random subset of the remainitsgiro
d and discloses their values to Bob over the claksic
channel (over internet for example). If the residilBob’s
measurements for any of these bits do not match the
values disclosed, eavesdropping is detected and
communication is aborted.
c) The string of bits remaining ird A once the bits
disclosed in ste2b) are removed is the common secret

key, K ={0,1}" (the final key).

n

To understand BB84 protocol it is very important&scribe
how we measure a qubit in the field of quantum pdsysf

we have a qubit agqubit) =e|c) + f|g) so the measure of
this state in the basigc), |g)} produces the state) with
the probability of [ef and the state of|g> with the

probability of |f [ and of coursde [ + |f f= 1(]e fis the
absolute square of the amplitude of e). So, meaguwiith
the incorrect basis yields a random result, asipied by
quantum theory. Thus, if Bob chooses tiie basis to

measure a photon in stajﬂa), the classical outcome will be
either 0 or 1 with equal probability because

kY A

classical outcome would be 1 with certainty because

[9=19+9d9.

{+)-|-)); if the O basis was chosen instead, the
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To detect Eve, Alice and Bob perform a test fogenerates an error in the key string is therX@%=0.25. If
eavesdropping in stepb) of the protocol. The idea is that, Alice and Bob publicly compare n of their key bitse

wherever Alice and Bob’s bases are identical (@e= bi'), probability they find disagreement and identify {hresence
of Eve is1- (3/4)".

So to detect an eavesdropper with probabift$999999..

Alice and Bob need to compare= 72 key bits.

the corresponding bits should match (ide.=d,). If not, an

external disturbance is produced or there is naisé¢he
guantum channel, we suppose all that is caused/by E
Eve can perform several attacks. One type of plessitback 3:2 B92 Protocol
is the intercept-resend attack, where Eve meauietons
sent by Alice and then sends replacement photori3otn
prepared in the state she measures. This produn®s én
the key shared between Alice and Bob. As Eve has
knowledge of the polarization of photons sent bicé|l she
can only guess which basis to measure photon$eirsame
way as Bob. In the case where she chooses corréutly
basis, she measures the correct photon polarizatete as
sent by Alice, and resends the correct state to Babif its
choice is incorrect, the state she measures i©omndnd the
state sent to Bob is sometimes not the same astdle sent
by Alice. If Bob then measures this state in theedasis
Alice sent, he gets a random result instead of diwect
result he would get without the presence of Eve. A
illustration of this type of attack is shown in thable 2.

In 1992, Bennett proposes a protocol for QKD basedwo
nonorthogonal states and known under the name &f &9
rotocol of two states (C.H. Bennett, 1992). Thargum
'E(Potocol B92 is similar to the BB84 protocol buuges only
two states instead of four states. B92 protocal$® based

on the on Heisenberg’s Uncertainty Principle.

B92 protocol is proven to be unconditional secufe.
remarkable proof of the unconditional security &2Bis the
proof of Tamaki (Tamaki, 2003). That is mean tiég proof
guaranteed the security of B92 in the presencenpfememy
who can perform any operation permitted by the tuan
Rhysics; consequently the security of the protaaoinot be

calculation. Others results related to unconditis&ture of

Table 2. An example of the intercept-resend attack B92 are discussed in (Tamaki.K and Litkenhaus.N)320
(Tamaki, 2006).

Alice's random bit 0 1 1 0 1 0

compromised by a future development in quantum

The use of a quantum channel that Eve (enemy) t¢anno

Alice's random O O O O O O O O monitor without being detected makes possible &ate a

sending basis secret key with an unconditional security basedhenlaws
of the quantum physics. The presence of Eve is made

Photon polarization manifest to the users of such channels throughrasually

Alice sends © W = 0 = ) B high error rate. B92 is a protocol of quantum kestribution

(QKD) which uses polarised photons as informatiarriers.
B92 supposes that the two legitimate users, Alicg Bob,
communicate through two specific channels, whicle th
enemy also has access to:

Eve's random o 0o o o o o o

measuring basis

Polarization Eve TR R ) * A classical channel, which can be public; Eve dateh

measures and sends passively (without being detected);
* A quantum channel that (by its nature) Eve caristdn
Bob's random o o o o o o o o passively.

measuring basis

The first phase of B92 involves transmissions otee

Photon polarization | 1,y 1y 1y R quan'Fum channel, while the second phase takes pilsehe
Bob measures A A A A A A classical channel.
PUBLIC |0>
DISCUSSION OF ‘ } ] (|EI> |1}) 4 1
BASIS e =
2w, ;|+}=E(|U>"‘\1})
Shared secretkey 0 - 0 - - 0 - 1 ".. .*"
Errors in key v - X - - v A .'-,‘ ‘_."'
Eve chooses the incorrect basis with the probgtflis, and - ’ |1>

if Bob measures this intercepted photon in the shadice
sent he gets a random result, i.e., an incorrextltrevith

probability of 0.5. The probability an interceptgthoton 9 1. Different states of photons used in BS@qol

62



To describe B92 we use the same notations as tisezkfor
the description of BB84 protocol. For simplicity wgéeve the
Fig. 1 to show different states of photons (pokitms)
which we use in this protocol. Encoding data ontphs is
shown in Table 1.

In B92 protocol, several setups must be done (HEbani,
2008)-(Elboukhari, 2010):

1) First phase (Quantum Transmissions)

2) Second phase (Public Discussion)

example if Bob chooses the badi$ (resp. ), he will

International Journal of Universal Computer Sciences (Vol.1-2010/Iss.2)
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obtain after measure the stafe) (resp.|1)) and Alice

surely sent to hinj0) (resp.|+)). Thirdly, in the step 2b),
Alice and Bob test the presence of Eve; the iddhads if it

exists | such asT =1 then A, =1-B, if not an external
disturbance is produced or there is noise in thantum

channel, we suppose all that is caused by Eve.

Table 3. Description of the mechanism of B92 proto

] . Bits chosen by
a) Alice chooses randomly a vector of bits Alice

A =0 A =1

AT{0,1" n >N (N is the length of the final key). If States sentby

19) [+)

Alice

A =0 Alice sends to Bob the state ¢f) over the  Bits %hobsen by
[o]

quantum channel and iA =1, she sends to him the Basisghgsen
y Bo

state of|+) , foralli 0{0,1, ..., n}. Results of the

b) Bob creates in its turn a random vector of measures of

H n _ . Bob
bitsB{0,1}", n>N . If B. =0 Bob chooses the basis Probability to

O and if B, =1 Bob chooses the basigl, for all measure the 10 ;3 2 : 10
i D{O,l,...,n}. Thev{aél;? of the 0 0 1 0 1 0

¢) Bob measures respectively each quantum statebgen

Alice (|0) or |+)) in the selected basi§{ or [ ). 3.3 The EPR Protocol

d) Bob builds the vector tesm 0{0,1}",n >N by

] ) . Preliminary:
complying the following rule: if the measurementBdb

produces|0) or |+) then, T, =0 and if it producedl) In (Ekert, 1991), Artur Ekert has elaborated a duan

or|-), T =1,forallif0,1,...,n}.

a) Over the classical channel, Bob sefidso Alice.
b) Alice and Bob preserve only the bits of the vextA

protocol based on the properties of quantum-cdaedla
particles. He uses a pair of particles (called g&R).

EPR refers to Einstein, Podolsky and Rosen, whiekgnted
a famous paradox in 1935 in their article (A. Eéist 1935).
They challenged the foundations of quantum meckabic

ointing out a “paradox”. The authors state tharehexist

and B for whichT, =1. In such case and in absence ogpatially separated pairs of particles, called FRRs, whose

Eve, we have:A =1-B, and the shared raw key is

states are correlated in such a way that the memsunt of a
chosen observablé of one automatically determines the

formed by A, (or 1-B). result of the measurement of the other. Since E&R gan
c) Alice chooses a sample of the bits of the raywded De pairs of particles separated at great distatisissstrange

reveals them to Bob over the classical channdl.dXists
i such asA #1-B,, then Eve is detected and the

behavior is due to “action at a distance.”

It is possible for example to create a pair of phst(each of

communication is aborted. which we label below with the subscripts 1 and 2,
d) The shared secret kd¢ ({0, 1} " is formed by the raw respectively) with correlated linear polarizatioAs. example

key after elimination of the samples of the step 2¢

of such an entangled state is given by:

) =4 00)[D,+[9.]9.) (@)

2

The Table 3 illustrates how the B92 protocol opesalhere Thus. if one photon is measured to be in the #taa}tethe

are three points to understand the protocol B9Zeptly.

Firstly, if the test of Bob is equal to O for a reeee, then Bob Other, when measured, will be found to be in tiagest),

|o) (resp|+)) for any quantum state sent by Alice

does not know what Alice sent to him. Thus if Bdlmases and vice versa.

the basisl] (respl]), he can obtain as result of his measure _ _ _ o
To explain the paradox of “action at a distand&fstein et

al. suppose that there exist “hidden variableésgccessible

(|0>or|+>). Secondly, if the test of Bob is equal to 1 themo experiments. They then state that such quantum
Bob knows with exactitude what Alice sent to hingr f correlation phenomena could be a strong indicatioat

63

guantum mechanics is incomplete. Bell (J.S. Befig4),
gave a means for actually testing for locally hiddariable
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(LHV) theories. He demonstrated that all such LHiédries 2) Public Discussion (Second phase)
must satisfy the Bell inequality. On the other hagdantum

. . . . Alice and Bob establish a discussion over a putii@nnel to
mechanics has been shown to violate the inequality.

determine those bit at which they used the samesunement
operators. Next, they separate their respectivesdijuences
into two subsequences. The first subsequencedaalie key,
consists of those bit at which they used the same
measurement operators. The second subsequenced call
rejected key, consists of all remaining bit.

EPR Protocaol:

Unlike BB84 and B92 protocols, this protocol usesll'B
inequality to detect the presence or absence of &/ea
hidden variable. The EPR quantum protocol is aaBest

prcl)to_colil Wet tdesc}:{nbeﬁgf;s hprtotocoll in terms  of therhe purpose of the rejected key is to detect Epeésence.

polarization states of an photon pair. Alice and Bob over a public channel compare thespective
rejected keys to determine whether or not Bellegumality is

We use the notation o) which denotes the polarization satisfied: if it is, Eve's presence is detected #nubt, then

state of a photon linearly polarized at an arglas the three Eve is absent.

possible polarization states of our EPR pair, weosho

37T>
—) +
6/,

For this specific EPR protocol, Bell's inequalityarc be
3_7T> |0> ) formulated as follows. We not®(#|i,j) the probability

6 @) that two corresponding bits of Alice’s and Bob’jerted
keys do not coincide known that the measurementabqes

|S,)=+%(0),

LT\ |4 a\ | 7T chosen by Alice and Bob are respectively eitidr and
S)=%0=) |—=) *|—) =) (3)
6/, 6/, 6/, 6/, MjoerandMl.
2\ |51 5T\ | 27 . .
|s,) = (=) =) =) =) (4) We write also the expressions:
“16/.06/, 16/, 6/,
P(HI,j)=1-P@li.j), ()
For each of these states, we choose the follownupding ®@i,j)=P@|i,j)-PEli.j), (6)
data:
o o i - o I =1+ ®(1,2) | (0,2 (0,2) (7
The state |0> 6> ‘7> 7> 7> ‘7>
6 6 6 6 So, the Bell's inequality reduces in this case to
Bit 0 1 0 1 0 1
1=>0 (8)

The measurement operators (M. Nielsen and |. Chuarand for quantum mechanics (i.e., no hidden vargble
2000) corresponding to this encoding are respdgtive

IRCTC P ot R

6/\6
Like BB84 and B92 protocols, there are two phasethe
; ' : There are others protocols of Quantum Cryptograptor.
EPR protocol, the first phase over a quantum cfl the example, there is the EPR protocol with a singldigda and

ZEZgzgeg\;esrfoiov?/gtzhsc JChL?)rr]‘:srl]'acE)Fi]Frz 1p9rg;c)).col could l:lﬁere is also a 2-state EPR implementation of tiB848
T ' ' protocol. We can consult (Bennett, 1992)-(D’'Espagh@79)
. . multiple state and rejected data protocols. Inrtbet section
Firstly, a state|S,>|s randomly selected from the set of . -
i we give a short description of some recent prowaonf
states{|Sj>,0 < j <2} to create EPR pair in the selectedQuantum Cryptography.

state| S, > One photon of the established EPR pair is sent ¥4 Dpifferential Phase Shift Quantum Key Distribution
Alice, the other to Bob. With equal probability seately and
independently, Alice and Bob at random select oh¢he The authors Inoue K, Woks E and Yamamoto proposed a
three measurement operatbts, M, and M,. They novel Quantum Cryptography scheme in which a single
measure their respective photons with the select (Eolton 's prepared in a Imeay superposlltlon.s&itehree
measurement operators. Alice records her meastteaht SIS k.ets. (Inoue K, 2002). This protocol is sU&.abr.ﬁbfar
Bob records the compllement of his measured bitsThtr.‘ijsmISSIon systems an_d offers a key crean_rmeffcy

) . ' hlgher than conventional fiber-based BB84. In #ukeme, a
procedure is repeated for as many times as needed. photon split to three pulses is sent from AliceBab, where

1
I = ™ 9

which is a clear violation of Bell’s inequality.
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the phase difference between sequential two pelseies bit described with public key cryptography combinaticarsd
information. Bob measures the phase difference dgsige private key cryptography. Its description does moake
differential phase detection. reconciliation mechanisms of information to derikie key.
3.5 COW Protocol The quantum protocol presented provides a safeirsprud
information of direct communication between two roore
Coherent One-Way protocol (COW protocol) is a newarties. This protocol is suitable for the genegdlbns of n
protocol for practical Quantum Cryptography elabedaby parties and can allow a network of massive sending
Nicolas Gisin and al in 2004 (Gisin N, 2004). lideed for information for n -1 parties being one of them the key-
an implementation with weak coherent pulses. In thmessage distribution center. Because the propossdcpl
description of this protocol, the key is obtaineg & very does not use classical communication, it is immtmehe
simple time-of-arrival measurement on the data ¢éind also man-in-the-middle attack on the classical commuidoa

an interferometer is built on an additional mornitgrline. channel which several cryptography protocols suffem.
The purpose of this line is to allow to monitor firesence of But on the other hand, implementation of this pcotamay

a spy who would break coherence by her attack.

This protocol performs as well as standard pro®awith

strong reference pulses against zero-error attachtg:as the
transmission of the quantum channel the key rateedses.
In their paper, the authors propose possible vanstof this
protocol. They also present two attacks that intoederrors
on the monitoring line: the coherent attack on subsequent
pulses and the intercept-resend.

be harder because the qubits get exchanged muitipds.
4. CONCLUSION

QKD protocols are based on combinations of primsgdtom
quantum physics and information theory and madesiples
thanks to the tremendous progress in quantum ogtidsin
the technology of optical fibers and of free spaqsical
communication. Their security relies on deep thewran
classical information theory and on a profound ust@ading

A . "‘ﬁ? Al ¢ of the Heisenberg’'s uncertainty principle. Quantum
' Landan) '% B 7 DD Qryptography protocols have some important contiding to
Laser i g et i D classical cryptography: privacy amplification (Betin 1995)
Alice N ) Ml and classical bound information are examples otepts in

Bob ID,;, classical information whose discovery were mucipines! by

Fig. 2. Scheme of the COW protocol (Gisin N, 2004).
3.5 SARG04 protocol

The SARGO04 protocol (V. Scarani, 2004) is built whe
researchers noticed that by using the four stdt@884 with

a different information encoding they could develmmew
protocol which would be more robust when attenuddser
pulses are used instead of single-photon sourcéRGH4
protocol was defined by Scarani et al. in 2004 hydrcal
Review Letters as a prepare and measure versioRGBA is
equivalent to BB84 when viewed at the level of guam
processing (Chi-Hang Fred Fung, 2006).

SARGO04 is intended to use
information is originated by a Poissonian sourcedpcing
weak pulses and received by an imperfect dete€toirlang
Fred Fung, 2006).

The authors Tamaki and Lo were successful in pgvin
security for one and two-photon pulses using SARG04"
SARGO04 protocol in single-photon implementationsswa

theorized to be equal with BB84, but experimentsaghthat
it is inferior (Chi-Hang Fred Fung, 2006).

3.6 Protocol with Private-Public Key

Unlike the BB84 protocol and its many variantsstprotocol
(Eduin H. Serna, 2009) uses two quantum chanrteks.also
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in situations where the

Quantum Cryptography protocols. Also, the fascimti
tension between quantum physics and relativityllastrated
by Bell's inequality, is not far away.

Quantum Cryptography protocols could well be thestfi
application of quantum mechanics at the single tpubavel.
Many experiments have demonstrated that keys can
exchanged over distances of a few tens of kilomedérates
at least of the order of a thousand bits per secbhere is no
doubt that the technology can be mastered and fimid
commercial applications.
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