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Abstract
With the advancement of quantum computing, traditional public-
key cryptographic algorithms are increasingly at risk of being bro-
ken. This paper investigates the applicability of post-quantum cryp-
tography (PQC) within modernized power grid infrastructures,
commonly known as smart grids, that rely heavily on intercon-
nected and sometimes internet-facing devices and distributed con-
trol systems. To help safeguard these critical infrastructures against
quantum-enabled threats, we benchmark and evaluate the perfor-
mance of NIST-standardized and finalist PQC Key Encapsulation
Mechanisms (KEMs) in a realistic smart grid testbed. Our evaluation
includes both benchmarking of core cryptographic operations, key
generation, encapsulation, and decapsulation, as well as full TLS
1.3 handshake benchmarking across a real network of embedded
devices and smart grid nodes. A key contribution of this work is the
development of a smart grid testbed spanning multiple buildings
with distributed energy resources (DERs) such as batteries and pho-
tovoltaic arrays, enabling an in-depth, system-level evaluation of
post-quantum key exchange protocols in this context. We conclude
by discussing the trade-offs between algorithmic efficiency and
system constraints such as bandwidth, key rotation frequency, and
device capability. Our findings offer actionable recommendations
for the deployment of PQC algorithms tailored to the smart grid.

CCS Concepts
• Security and privacy → Public key encryption; Security
protocols; • Hardware → Smart grid; • Networks → Transport
protocols.
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1 Introduction
With the explosive growth of the Internet over the past couple of
decades and the surge in the number of connected devices such as
cellphones, tablets, laptops, and personal computers, there has been
a widespread push to move services online. This move has brought
about a lot of security and privacy concerns that are continuously
being addressed in research and industry through the proposal and
development of new protocols and procedures.

These security and privacy concerns include potential access
to confidential information, fraudulent commands and operations,
and disruption of legitimate operations. With information routinely
being exchanged over the public internet, encryption is needed to
preserve the confidentiality of the data being exchanged. Likewise,
a need for authentication over the network to ensure legitimate in-
formation is exchanged between devices, and fraudulent operations
are detected and hampered. These concerns are of further impor-
tance in the Internet of Things (IoT), which is a network of typically
household devices ("smart" devices) that connect to the internet and
communicate with other user devices such as cellphones and cloud
servers. The owner is typically able to monitor and manage these
devices over the network and through the connection in the cloud.
This has resulted in the internet now carrying not just data, but also
critical commands and information with real-world consequences.

Similar to the rise of the IoT among households, energy infras-
tructure is also experiencing an increase in adoption of smart de-
vices. Power companies are increasingly implementing "smart me-
ters" and other similar devices in the power grid that allow the
customer to monitor their utility usage and the company to imple-
ment automation and remote control of the power grid operations.
Power grids that implement these elements for their customers and
operators are called modernized grids or smart grids. Because these
devices are network-connected and vulnerable to attacks, all the
previously mentioned IoT security concerns extend to the smart
grid with even greater urgency. Unauthorized access or disruptions
can have widespread consequences, including large-scale power
outages impacting citizens and critical infrastructure, breaches of
sensitive customer utility data, and fraudulent use of utility services.

In all modern networks, including smart grids, various protocols
and methods such as Transport Layer Security (TLS) and Internet
Protocol Security (IPSec) are used to ensure data confidentiality
and integrity. These protocols rely on cryptographic techniques
that secure information by encrypting it with a secret key. Only
entities possessing the corresponding key can decrypt and access
the information, while unauthorized parties are unable to inter-
pret it. There are two main types of cryptography: symmetric-key
cryptography and asymmetric-key cryptography (also known as
public-key cryptography). In symmetric-key cryptography, data is
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both encrypted and decrypted with the same key, which requires
the key to be shared between communicating entities to allow for
secure communication. Public-key cryptography is a method in
which data is encrypted using a public key and decrypted using a
corresponding, but different, private key. Within both symmetric-
key and public-key cryptography, various methods and algorithms
based on different mathematical constructs and hardness assump-
tions have been proposed.

The public-key cryptographic algorithms used widely today are
based onmathematical problems that are currently computationally
infeasible to solve within a realistic timespan, thus preventing an
adversary from undermining the security of encrypted data. The
most widely used and implemented problems are the integer fac-
torization problem and the discrete log problem (DLP). For instance,
algorithms such as Diffie-Hellman key exchange and ElGamal en-
cryption are based on DLP, while RSA relies on the difficulty of
integer factorization. Although computing power has grown ex-
ponentially since these mathematical problems were first used in
encryption algorithms, they remain computationally infeasible to
solve when sufficiently large key sizes are used.

Since symmetric-key encryption and decryption operations are
much faster when compared to similar public-key algorithms, net-
work protocols use a combination of both symmetric-key and public-
key cryptography to address security concerns. The most widely
used protocol over the Internet is the Transport Layer Security (TLS)
protocol. TLS first uses public-key cryptography to both authenti-
cate the server to the client and to securely exchange a shared secret
or key. Then, this shared secret is used by both client and server as
the key for symmetric encryption for future data exchange. There-
fore, the TLS protocol ensures authentication and key exchange
with public-key cryptography, and efficient and secure ongoing
communication with symmetric-key cryptography.

Because TLS and other similar protocols rely on both symmetric-
key and public-key cryptography, the breaking of either one would
result in insecure communication over the Internet. In 1999, Shor et
al. [37] proposed an algorithm capable of solving both the integer
factorization problem and the discrete log problem in polynomial
time on quantum computers. This means that the most commonly
used asymmetric encryption algorithms would be broken and inval-
idated, as any entity listening in on communications would be able
to read the data, breaching confidentiality and integrity. However,
Shor’s algorithm requires a sufficiently powerful quantum com-
puter, specifically, one with a large number of stable qubits, which
is beyond the capabilities of current quantum hardware.Various
methods have been proposed to effectively factor an RSA key that
could take as few as 2𝑛 + 3 qubits [3] to as many as 9𝑛 + 2 qubits
[36], or for a 2048-bit key, between 4099 and 18434 qubits. Typical
quantum computers today have between 20 and 400 qubits [28], but
research is rapidly accelerating, fueled by significant investments
from academia, national laboratories, governments, and industry.

To address this potential invalidation of current public-key cryp-
tography, the field of post-quantum cryptography (PQC) has emerged.
PQC aims to develop cryptographic schemes based onmathematical
problems that remain hard to solve, even for quantum computers.
The growth in this field has been especially accelerated by the Na-
tional Institute of Standards and Technology (NIST), which created
a call for PQC algorithm proposals in 2016. Through this initiative,

NIST aims to stimulate research on quantum-safe cryptographic
schemes and to standardize algorithms resistant to quantum attacks
for government and public use, both now and in the foreseeable
future. At the time of writing, there have been 4 rounds of submis-
sions that have led to the standardization of 4 algorithms for use,
with one algorithm standardized mere months ago.

Both legacy and smart power grids rely on network protocols
such as TLS for security. Thus, the threat posed by quantum comput-
ers to these cryptographic systems extends to the power grid which
is an especially serious concern given the potential for widespread
disruption. This risk is amplified by known efforts from hostile
nation-states to exploit power grids as tools for cyberattacks against
adversaries. Hence, it is important to address the implementation of
PQC algorithms and methods in the realm of smart grids. As smart
grids continue to expand—and in some cases remain in their early
stages—it is crucial to address these security challenges proactively.
This allows for a timely transition to quantum-safe mechanisms
and protocols, which in some cases will take significant efforts from
stakeholders and operators, before quantum computers reach the
capability to threaten power infrastructure.
Contributions: In this work, we: i) Develop a novel smart grid test
network incorporating real-world equipment, infrastructure, and
communication protocols, enabling realistic protocol benchmark-
ing, security assessments, and facilitating future data collection for
accurate digital twin simulations; and ii) Benchmark, analyze, and
evaluate the performance of selected NIST post-quantum cryptog-
raphy (PQC) candidate algorithms within the smart grid context by
deploying them on various resource-constrained and low-capability
IoT devices in our smart grid testbed.

The rest of this paper is organized as follows. In Section 2, we
discuss the related work in the areas of PQC and smart grids, and
describe the key evaluation criteria for smart grids and our testbed
in Section 3. In Section 4 we describe our extensive experimental
analysis and include our discussion about the results. We finally
conclude with Section 5 and provide some directions for future
work in Section 6.

2 Related Work
Research has increasingly explored both post-quantum cryptog-
raphy and smart grids, including their intersection. In the area of
post-quantum cryptography, there has been significant develop-
ment since Shor’s publication. In 2005, Regev et al. [29] proposed the
learning with errors (LWE) problem over a lattice-based cryptosys-
tem [29] forwhich no efficient solution is currently known, either by
classical or quantum computation. Based on this mathematical prob-
lem, Langlois et al. [17] proposed the module learning with errors
(M-LWE) problem, which generalizes the LWE problem by intro-
ducing modules as a mathematical structure to increase efficiency
while maintaining security. This formulation retains the hardness
assumptions of LWE while enabling cryptographic constructions
that are more practical for implementation in real-world systems.
M-LWE became the basis for the NIST PQC standard Module Lat-
tice Based Key Encapsulation Mechanism (ML-KEM) in 2024 [25].
Likewise, a few encryption schemes have been proposed based on
Berlekamp et al.’s [5] coding theory work from 1978 that resulted in
the Syndrome Decoding Problem (SDP) [38]. This problem does not
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Table 1: Algorithms Tested

Algorithm NIST Security Level Cryptographic Foundation

ML-KEM-512 1
Lattice-BasedML-KEM-768 3

ML-KEM-1024 5
HQC-128

1 Code-BasedBIKE-L1
Classic-McEliece-348864

HQC-192
3 Code-BasedBIKE-L3

Classic-McEliece-460896
HQC-256

5 Code-BasedBIKE-L5
Classic-McEliece-6688128

have any known efficient quantum or classical solution and thus
is a candidate for post-quantum cryptography algorithms. NIST
evaluated three different algorithms for standardization where the
security relies on the hardness of variants of the Syndrome Decod-
ing Problem (SDP): Hamming Quasi-Cyclic (HQC), Classic McEliece,
and Bit Flipping Key Encapsulation (BIKE) and as of March 2025,
announced its decision to standardize HQC in this category.

In the power grid realm, there have been significant efforts to
secure various aspects of power grid systems. In response to various
power grid attacks there is an increasing concern about the security
of these systems because of the large impact the compromise of such
systems can have. One such attack was in 2015, when Ukraine’s
power grid across three provinces had various power outages due
to a cyberattack. There have been works exploring mitigation tech-
niques to further secure all power grids based on the analysis of
past incidents [39] and security frameworks such as NIST’s Smart
Grid Framework [27] and application of MITRE’s security frame-
work [22] in power grids that aim to help stakeholders secure the
power grid. Given the history of successful attacks on power grids,
smart grids, with their expanded use of data, communications, and
control systems, present an even larger attack surface and are more
vulnerable to cyberattacks. Thus, various techniques and protocols
for securing smart grids [7, 19, 21] have been proposed in the litera-
ture. These works cover various aspects of security, such as secure
access control, intrusion detection, encryption, and authentication.

There has been some recent interest in applying PQC algorithms
to smart grid settings where some works look at PQC implementa-
tion specifically at the neighborhood-level [8], while other works
focus on such implementation at the physical power generation
level [24]. Although there have been other efforts to benchmark
PQC algorithms, they often overlook key evaluation factors. Nakka
et al. [24] tested and compared individual PQC algorithms with
current non-PQC standards in the distributed energy resources
(DER)-data context, but didn’t compare multiple PQC algorithms
with each other. Satrya et al. [35] compared multiple PQC algo-
rithms with each other, but their benchmarked algorithms have
been dropped from NIST consideration for standardization since
publication. Several papers have also presented custom implemen-
tations of post-quantum encryption schemes [4, 8], but these often
lack the public scrutiny and independent verification necessary for
reliable deployment and adoption.

To our knowledge, there has been no work that both compares
multiple standardized PQC algorithms (or those being considered
for standardization) and also evaluates their performance based on
smart-grid-specific needs and requirements in a real-world smart
grid testbed, which is a key contribution of our work.

3 Approach and Setup
When evaluating the performance of PQC algorithms for smart
grid systems, it’s important to consider the specific requirements
of the various entities within the system. Key performance met-
rics include key generation latency, encapsulation/decapsulation
latency, key length, and ciphertext length. Each of these metrics
corresponds to particular needs or constraints of the smart grid
infrastructure. For example, system bandwidth limits the feasible
key and ciphertext sizes, while the computational capabilities of
individual nodes influence acceptable key generation and encapsu-
lation/decapsulation latencies. Additionally, a device’s role within
the system, and its required key rotation frequency, combined with
its processing power, determines suitable key generation latency.
Likewise, the frequency of communication and the level of secu-
rity needed for a device will impact acceptable encapsulation and
decapsulation times from a particular algorithm.

3.1 Algorithms Tested
The full set of algorithms we analyzed and tested can be found
in Table 1. Each of these algorithms has an associated NIST se-
curity category, or level. Per NIST categorization standards [2],
security Levels 1, 3, and 5 correspond to 128, 192, and 256-bit secu-
rity, respectively. Likewise, the lowest security level we see in our
algorithms, Level 1 (128-bit security), is projected to be sufficient
through 2031 and beyond [2]. The majority of the results discussed
in this paper pertain to the Level 1 algorithms, but we conducted
experiments comparing the different algorithms’ performance at
all three security levels. For the majority of the experiments, the
performance of each algorithm with respect to the others was the
same when changing security levels, but simply with a longer run-
time as the levels increased. Although NIST anticipates that Level 1
security will be sufficient for the foreseeable future, evaluating and
implementing higher security levels enables operators and manu-
facturers to identify suitable devices for deployment in smart grid
environments based on specific security requirements.

Table 1 also has a column for Cryptographic Foundation, which
refers to the underlying mathematical hardness assumption that
each algorithm depends on. The currently proposed algorithms fall
under two categories, lattice-based and code-based, which corre-
spond to the previously mentioned M-LWE problem and SDP, re-
spectively. NIST has already standardized a lattice-based algorithm,
ML-KEM, which is why we only chose to benchmark one lattice-
based algorithm. At the time of testing, none of the three code-based
algorithms had been selected by NIST for standardization. However,
since then, NIST has chosen to standardize HQC, a decision that
aligns with our experimental results, which show that HQC outper-
forms the other code-based schemes in most performance metrics.
Standardizing algorithms based on diverse cryptographic schemes
is desirable, as it mitigates the risk associated with a potential break
in any single underlying mathematical structure. Currently, there
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Figure 1: Simplified Key Encapsulation Mechanism (KEM)
Protocol Outline

are no known feasible attacks on the M-LWE problem; however, if
one is found, there will be alternative PQC schemes available. In
Section 4, we examine the theoretical and empirical strengths and
weaknesses of the three code-based algorithms, comparing them
with one another as well as with the lattice-based scheme.

A KEM scheme involves key generation (KeyGen), encapsula-
tion (Encaps), and decapsulation(Decaps) operations to establish a
shared secret using post-quantum asymmetric cryptography and is
illustrated in Figure 1. KeyGen generates a public and private key
pair at the client. This public key can be openly published to other
entities in the system. Encaps algorithm at the server uses the public
key and results in a ciphertext and a shared key. The server sends
this ciphertext to the client over an unprotected network where
other entities can possibly intercept the ciphertext. The Decaps
algorithm at the client takes the private key and ciphertext as input
and outputs the shared key. This shared key is now only available
at the client and the server and all future communication can use
this shared key in a secure symmetric encryption algorithm.

3.2 Smart Grid Testbed
In an effort to obtain accurate and useful metrics, the PQC algo-
rithms were tested and benchmarked in a testbed that has been
created to accurately represent a real smart grid network. We de-
ployed various network switches and a central router across multi-
ple buildings, which house photovoltaic (PV) arrays or solar panels,
battery backup systems, electric vehicle chargers, and other IoT
and smart grid devices. The design of this network is based on the
proposed NIST Framework and Roadmap for Smart Grid Interoper-
ability Standards [13]. To simulate the various domains found in
the draft, virtual local area networks (VLANs) were utilized. Each
VLAN acts similarly to a domain, only allowing applicable and pre-
defined network traffic and communication across different VLANs.
Figure 2 illustrates the first iteration of our testbed network that
connected 4 different buildings in our testing facility.

The implemented VLANs include the Neighborhood VLANs
(110/120), which represent the networks that span the buildings and

Figure 2: Logical Smart Grid Testbed Topology

include devices such as Smart Meters, and IoT devices.These VLANs
can communicate with the Field Area Network (FAN) VLAN (500),
which contains systems that aggregate data from the neighborhood
VLANs and allow communication to the grid company. The SCADA
VLAN (210) was implemented to hold various SCADA devices,
such as Human Machine Interfaces (HMI), Remote Terminal Units
(RTU), and other control servers. This network communicates with
devices on the Field Device VLAN (220), which contains the actual
power system devices such as photovoltaic (PV) arrays, generators,
and transformers. The Outside Datastreams VLAN (230) was also
created to account for any information coming from outside the
SCADANetwork that needs to be processed. For example, we placed
a workstation on this VLAN that receives data from a local power
company, which was then processed by our SCADA devices. Finally,
we implemented company VLANs (300/400) where company IT
resources and systems are located, such as the visualization web
dashboards for the smart grid status and database servers that store
aggregated information about the grid.

One notable feature of this design is the assumption that this
network is privately owned and operated by the power company.
This is the same model that most power companies operate and the
utility information and data is not passed over the public internet,
but only over a network that the power provider has complete con-
trol over. While there are various advantages and disadvantages of
both this model and a model that has information traveling over the
internet, small-scale smart grids utilize the private network model.
The debate between using the public internet versus deploying
widespread private networks remains an active area of research,
but it is beyond the scope of this paper. Importantly, the security
and privacy concerns discussed for smart grids are relevant to both
network models. This is because both involve IoT end-user devices
and publicly exposed components, such as smart meters and trans-
formers, that often lack strict physical access controls to prevent
tampering by malicious actors.

This network was deployed at a dedicated facility for microgrid
research with the physical equipment and layout seen in Figure 3.
This testbed network spans four buildings using wireless point-to-
multipoint communication systems. The central building with the
core router has a Ubiquiti Rocket 5AC Lite BaseStation. This base
station connects three Ubiquiti LiteBeam bridges installed on the
remaining 3 buildings. Each building includes multiple VLANs, pro-
viding network segmentation and security similar to that of strictly
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Figure 3: Smart Grid Testbed Network Topology

wired connections. The central router, located in the main build-
ing, enforces firewall rules to control traffic between the VLANs of
different buildings and across buildings.

3.3 Threat Model
The highly connected nature of a smart grid network allows multi-
ple attack surfaces to be exposed to potentially malicious actors. It is
important to identify the intricate communication interfaces of the
network and implement security and privacy mechanisms to limit
the abilities of adversaries. NIST standardized key exchange and
digital signature PQC algorithms might be implemented at any en-
tity that uses asymmetric cryptography in the smart grid networks,
but careful attention should be paid to the latency incurred by the
different algorithms and the operational needs of the devices being
upgraded to PQC. Following is a list of a few important devices and
entities in the smart grid networks that need to be secured [30]:
Smart Meters facilitate two-way communication between the
power company and the customer, transmitting data such as power
usage and generation statistics. Physically installed on customers’
homes and commercial buildings, these devices are easily acces-
sible and therefore vulnerable to tampering. Given their direct
connection to critical power infrastructure, securing smart meters
is essential to maintaining the integrity and safety of the system.
Geographic Information Systems (GIS) collect and aggregate
data from geographical features, which can then be used to assess
power generation capabilities and potential in various regions [12].
Based on the insights provided by these systems, power generation
decisions are made. Consequently, manipulation of GIS data can
lead to inaccurate aggregations and poor decision-making, thus
highlighting the importance of securing GIS infrastructure.
Supervisory Control and Data Acquisition (SCADA) systems
collect data from various monitoring and energy-generating devices
and are able to manipulate power generation output and config-
urations. SCADA systems include both hardware and software
components, such as circuit breakers, sensors, programmable logic
controllers (PLCs), and human-machine interfaces (HMIs). SCADA
systems typically have more control over power grid operations,
and thus are critical to the smooth operation of a smart grid.
Power Generation systems produce electricity for distribution to
customers and vary based on the type of power plant, such as wind,
tidal, hydro, and photovoltaic (PV). These systems may contain

Table 2: Devices Tested

Device Processor Cores Frequency

Raspberry Pi 5 ARM Cortex-A76 4 2.4 GHz
NVIDIA Jetson Orin Nano ARM Cortex-A78AE 6 1.7 GHz

Raspberry Pi 400 ARM Cortex-A72 4 1.8 GHz
Raspberry Pi 3 Model B ARM Cortex-A53 4 1.2 GHz

Desktop Intel Core i7-6700 4 3.4 GHz

vulnerabilities in their software, hosted services, or authentication
mechanisms [15]. Since such vulnerabilities can be exploited re-
motely over the network, securing communication channels within
the smart grid is essential to maintaining the reliability and safety
of power generation operations.

4 Experimental Analysis
We conducted our benchmarking experiments across a range of
devices to obtain a comprehensive evaluation of the tested PQC
algorithms’ performance. Table 2 details the devices and their con-
figurations that were used in our experiments. All devices used
the latest Ubuntu-based Linux distributions for the corresponding
devices. These devices were selected to reflect the computational ca-
pabilities and resource constraints typical of embedded systems and
devices commonly used in the smart grid and Distributed Energy
Resource (DER) systems.

We conducted two main types of experiments. The first involved
benchmarking the three core operations of each KEM algorithm:
key generation (KeyGen), encapsulation (Encaps), and decapsulation
(Decaps). The second set of experiments evaluated the algorithms
within the context of a TLS handshake, as detailed in Section 4.2.
The code for our experiments can be found on Github. 1

4.1 KEM Operation Experiments
In the first experiment, each operation of every algorithm was
executed 200 times, and the average runtime was calculated. The
results for the KeyGen, Encaps, and Decaps operations are presented
in Figures 4, 6, and 5, respectively. We utilized Open Quantum Safe’s
liboqs C library [31], which provides implementations of multiple
PQC algorithms.

Based on our experiments, ML-KEM was universally and signifi-
cantly faster than all other tested algorithms, and thus necessitated
the use of a logarithmic scale on the y-axis to present our results.
Among all the devices tested, ML-KEM’s runtime was under 1𝑚𝑠

and much faster than the next fastest algorithm. The only outlier
was Classic McEliece’s Encaps operation, where Classic McEliece
was only slightly slower. The following analysis focuses on compar-
ing the performance of the three code-based algorithms, motivated
by the need to evaluate non-lattice-based PQC alternatives, in the
event that, lattice-based cryptography is compromised.

While the figures present the performance of individual oper-
ations across each of the four devices, the following discussion
focuses on comparing the average performance of the algorithms
across all devices. Among the code-based cryptography algorithms
in both the KeyGen (Figure 4) and Decaps (Figure 5) operations,

1https://github.com/NMSU-Prism/PQC-MG
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Figure 4: KeyGen Operation Runtime (Level 1) (Logarithmic)

HQC performed the best, next followed by BIKE, then finally Clas-
sic McEliece. This difference is most significant in the KeyGen stage,
where on average, HQC (5.9𝑚𝑠) was about 8.4x faster than BIKE
(49.7𝑚𝑠) and, about 67.3x faster than Classic McEliece (397.5𝑚𝑠).

Figure 5: Decaps Operation Runtime (Level 1) (Logarithmic)

This is in contrast to the performance gaps in the Decaps oper-
ation, where, HQC (17.7𝑚𝑠) is only about 2.3x faster than BIKE
(41.5𝑚𝑠) and about 3x faster than Classic McEliece (52.4𝑚𝑠).

Figure 6: Encaps Operation Runtime (Level 1) (Logarithmic)

In contrast to the previous operations, the performance changes
in the Encaps operation shown in Figure 6. Classic McEliece per-
formed the best, next followed by BIKE, and finally HQC. On av-
erage, Classic McEliece incurred 0.266𝑚𝑠 delay, being 10.1x faster
than BIKE (2.7𝑚𝑠) and, on average, 44x faster than HQC (11.7𝑚𝑠).

4.2 TLS Handshake Experiments
In the second set of experiments, we evaluated the performance
of the different PQC algorithms when incorporated into a TLS
connection. The TLS experiment measures the time it would take
to establish a secure channel of communication over an insecure
network, such as the internet, using PQC algorithms. The TLS
handshake contains all three steps of the first test: KeyGen, Encaps,
and Decaps, and is performed between a client and a server, in order
to establish a shared key for future communication. This handshake
also involved the server signing its message with ML-DSA, the
PQC signature algorithm standardized by NIST. We utilize Open
Quantum Safe’s oqsprovider [33], an OpenSSL provider, which is
essentially a plug-in for OpenSSL that allows a device to use custom
algorithms, in our case, PQC algorithms, in TLS connections. In
using OpenSSL, an industry default and standard, we are able to get
more accurate performance comparisons for the TLS handshake,
as any real-world OpenSSL management overhead will be included
in the results of the different schemes.

Our experiments included i) a simple TLS handshake within the
device to eliminate the network overhead and reflect the isolated
overhead of PQC algorithms and OpenSSL operations; ii) TLS hand-
shake between two devices (R-Pi 5) over a five-hop and a seven-hop
building-to-building network; iii) evaluation of symmetric key op-
erations using the key established during the TLS handshake; iv)
evaluation of non-PQC operation overhead during a TLS hand-
shake; and v) TLS Handshake runtime comparison of ML-KEM vs
current OpenSSL algorithms for different levels of security.

To further provide insight into the performance of the PQC al-
gorithms, we tested one additional algorithm included in OpenSSL,
X25519. X25519 is an implementation of Elliptic CurveDiffie-Hellman
(ECDH) key exchange, and although not post-quantum secure, it
is the current default algorithm for key exchange in TLS 1.3. TLS
1.3 is utilized by most standard browsers and devices on the in-
ternet today and thus helps us compare the performance of PQC
algorithms against a standard algorithm in wide use today.

Figure 7: TLS Handshake Runtime (Level 1) (Logarithmic)
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We did not include Classic McEliece for comparison in this ex-
periment and discuss this choice more in detail in Section 4.3.2. In
these sets of experiments, the TLS handshake was done on the same
machine to eliminate any additional network transfer time. There-
fore, our TLS handshake results represent the entire KEM process
with any OpenSSL overhead, but without network overhead.

The results for our first TLS experiment are shown in Figure 7
and showML-KEM outperforming the other PQC algorithms, again
necessitating our use of a log scale on the y-axis to present our
results. Interestingly, X25519 did outperform every PQC algorithm
on all devices, but is closely followed by ML-KEM. X25519 (4.1𝑚𝑠)
was only, on average, 1.4x faster than ML-KEM (5.9 𝑚𝑠), which
suggests that most real-world applications might be easily able to
replace X25519 with ML-KEM in their TLS implementation without
a significant performance hit. Among the PQC algorithms, ML-
KEM (5.91𝑚𝑠) was on average 9.5x faster than HQC (56𝑚𝑠) which
in turn was on average 2.7x faster than BIKE (151.2𝑚𝑠).

Figure 8: TLS handshake delay over five-Hop network From
Building 1 to Building 7 on Raspberry Pi 5 (Level 1).

Our next experiment involved a TLS handshake between two
devices (R-Pi 5) across a five-hop building-to-building network. The
tests involved two R-Pi 5 devices in the same VLAN communicating
over the smart grid testbed, thus simulating wireless communica-
tion between two SCADA devices that are physically separated but
on the same network and thus incurring some network delay. Thus,
by measuring the average time it takes to perform the handshake
over a five-hop network, as shown in Figure 8, along with the pre-
vious experiments, we can quantify both the computation time,
processing time, and the network transfer time incurred during a
TLS handshake, which can then be used to support accurate smart
grid digital twin simulations.

Table 3: Storage and network overhead (all values in Bytes)

Algorithm Public
Key Size

Private
Key Size

Ciphertext
Size

Total Bytes
Over Network

ML-KEM-512 800 1632 768 1568
HQC-128 2249 2305 4433 6682
BIKE-L1 1541 5223 1573 3114

Classic-McEliece-348864 261120 6492 96 261216

Figure 9: TLS handshake delay over seven-hop network from
Building 4 to Building 7, bridged by Building 1, on Raspberry
Pi 5 (Level 1).

Next, we repeated this experiment on a seven-hop path, from
an edge building, Building 4, to another edge building, Building
7. These results can be seen in Figure 9. In this layout, the data
packets had to traverse the link from Building 4 to the central
building’s omnidirectional antenna before being wirelessly routed
to the target building (Building 7). As expected, the results reflect
an increase in the network time in the latter experiments. However,
both sets of experiments showML-KEM’s network time to be higher
than the network time for HQC and BIKE. This is in direct contrast
to ML-KEM’s performance in terms of computation time and the
amount of data to be transferred as reflected in Table 3. In Figure 8,
ML-KEM-512 sends 1568 bytes of cryptographic information over
the network during the handshake and takes on average 18𝑚𝑠 . But,
HQC-128, which sends 6682 bytes of cryptographic information
over the network, took an average network time of 13.8𝑚𝑠 .

We ran the experiments in an isolated network under our control
and our investigations included network monitoring andWireshark
analysis of all traffic from the devices to eliminate the possibility of
other processes and devices affecting our results. Our investigations
into the different messages sent during TLS, such as ClientHello
and other metadata information, did not indicate the reason for this
extra delay. We hypothesize that the OS, in an attempt to optimize
network bandwidth, is delaying the sending of the smaller ML-KEM
packets. Mechanisms such as Nagle’s algorithm, that attempt to
consolidate multiple socket writes into a single packet near the
maximum segment size (MSS), may be buffering ML-KEM packets,
which are smaller than theMSS, to lower the number of packets sent
in the network. Whereas HQC and BIKE, whose packets are much
larger than theMSS, are not affected. Although further investigation
remains part of our future work, this behavior suggests that efficient
algorithms like ML-KEM may require special consideration when
integrating into operating systems and cryptographic libraries to
ensure their performance advantages are fully realized.

Next, we evaluate the performance of the devices in handling
symmetric key encryption and decryption after a shared key has
been established during TLS. In this experiment, a single 256-byte
message was encrypted on the server side and decrypted on the
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Figure 10: Computation time for Symmetric Encryption and
Decryption operations after TLS Handshake

Table 4: Percentage of TLS handshake runtime spent on Non-
PQC operations (OpenSSL operations, inter-process commu-
nication, OS scheduling, etc.)

Device mlkem512 hqc128 bikel1

R-Pi 5 93.3% 29.9% 43.6%
Jetson Orin 93.7% 58.1% 42%
R-Pi 400 94.9% 47.2% 37.2%

R-Pi 3 Model B 94.8% 20% 35.8%

Average 94.2% 38.8% 39.6%

client side. This message length was selected based on the maxi-
mum payload size supported by Modbus—a widely used protocol
in SCADA systems, which is 256 bytes [14]. By measuring the time
required for encryption and decryption, we obtain an approximate
upper bound for the runtime of future communications that occur
after key exchange. Since the message is secured using symmet-
ric cryptography, this additional time should depend only on the
device’s performance and remain independent of the specific PQC
algorithm used during key exchange. As shown in Figure 10, the
symmetric encryption and decryption times for the three newer
devices were similar, ranging from 0.3 to 0.5𝑚𝑠 .

Next, we evaluate the overhead for OpenSSL operations and
inter-process communication operations. This experiment does
not include the network delay and was conducted by having the
devices do a TLS handshake on a local port. We took the resultant
TLS handshake time and eliminated the KEM operations delay to
result in the non-PQC overhead, such as time spent on OpenSSL
operations, OS level RPC calls, and scheduling. Although one might
expect these operations to vary greatly depending on the operating
system and device, we discovered surprisingly consistent results
within each algorithm. The percentage of time spent on operations
not directly related to PQC can be seen in Table 4. BIKE-L1wasmore
consistent thanHQC-128, with on average spending 39.6% of its TLS
handshake on non-PQC operations. For HQC-128, the percentage
was not nearly as consistent between devices, but on average spent
38.8% of its TLS handshake time on non-PQC operations. One
should expect faster algorithms to have a higher percentage in

this context because the handshake would be bottlenecked by the
OpenSSL operations and OS communications, which is reflected in
ML-KEM, with non-PQC operation time of 94.2% on average.

Figure 11: TLS handshake runtime comparison of ML-KEM
(PQC) and currently used algorithms over different NIST
Security Levels.

Lastly, we compare the performance of the best-performing PQC
algorithm, ML-KEM, with the current OpenSSL algorithms cate-
gorized by security level on a R-Pi 5. The results were obtained
by running the different algorithms in TLS handshakes on a local
port to avoid network latency measurements in our evaluation.
Currently, OpenSSL supports P-384, another Elliptic Curve (EC)
algorithm, which claims to offer 192-bit security (NIST Security
Level 2). OpenSSL also supports X448, also an EC algorithm, which
claims to offer 224-bit security (NIST Security Level 4). We note
that Level 4 is the highest security level offered by non-PQC algo-
rithms in OpenSSL. As reflected in Figure 11, in both Level 1 and
Level 5/4, the PQC algorithm performed similar to the non-PQC
algorithm. ML-KEM performed 0.3𝑚𝑠 slower in the lower level and
was 1.56𝑚𝑠 faster than X448 in the higher level. Notably, P-384
performed significantly worse than all the ML-KEM and other EC
algorithms for Level 3. This is likely because P-384 operates over a
384-bit prime field using a Weierstrass curve form, unlike X25519
and X448, which are based on Montgomery curves optimized for
performance. Montgomery Curves, proposed by Peter Montgomery
[23], allow for efficient and secure scalar multiplication using the
Montgomery ladder technique, which reduces the number of re-
quired field operations. The absence of this optimization in P-384
likely contributes to its slower performance. These findings high-
light that ML-KEM, even at its highest security level, is capable of
outperforming or closely matching the best algorithms currently
supported by OpenSSL.

4.3 Findings and Implications
In both the KEM operations experiment and the TLS handshake
experiment, ML-KEMwas much faster than the other tested PQC al-
gorithms. ML-KEM is the only lattice-based cryptographic scheme
that was tested, which we believe played a part in its better run-
time. One of the fundamental mathematical operations that is used
in ML-KEM (and lattice-based cryptography more broadly) is the
Number Theoretic Transform (NTT) which allows more efficient
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polynomial multiplication [34]. Accordingly, NTT can be improved
further with the use of CPU instruction set architecture (ISA) exten-
sions. There has been work in this field to improve NTT with such
extensions including Longa et al. [20] using AVX2 instructions to
increase performance and Lei et al. [18] using AVX512 instructions
to do the same, and both Alkim et al. [1] and Dolmeta et al. [11]
specifically accelerating ML-KEM on RISC-V architectures. Finally,
in addition to ISA extensions, there has been other work on accel-
erating and optimizing NTT computations by Bisheh-Niasar et al.
[6]. Because the NTT is a fundamental and frequent operation in
ML-KEM, and there has been work into creating efficient, CPU-
level, implementations of it, we believe ML-KEM received a major
boost in its performance. Likewise, the creators of liboqs, Open
Quantum Safe, specifically note that ML-KEM indeed utilizes these
CPU extensions [32]. For these reasons, further analysis below ex-
cludes discussion and consideration of ML-KEM, as it universally
outperformed all the other PQC algorithms.

4.3.1 Standalone Algorithm Operation. In the KEM operations ex-
periment, the slowest operation was KeyGen across all algorithms.
On our slowest device, the Raspberry Pi 3, there was a difference
of 915.83𝑚𝑠 , almost an entire second, between HQC and Classic
McEliece, and a difference of 91.98𝑚𝑠 between HQC and BIKE. The
differing performance profiles of the algorithms across KeyGen, En-
caps, and Decaps operations highlight the nuanced considerations
smart grid operators must account for when selecting an algorithm
for a specific application. Although NIST has selected HQC for
standardization, BIKE may still be suitable in certain contexts de-
pending on operational constraints. As seen in the performance
figures, the Decaps operation tends to have a greater runtime im-
pact than Encaps, but remains less significant than KeyGen, which
is the most computationally intensive of the three.

4.3.2 TLS Handshake Performance. Classic McEliece was excluded
from the TLS handshake experiment for two main reasons. Firstly,
it is not implemented in Open Quantum Safe’s oqsprovider, and
a custom implementation would be inconsistent with the current
OQS code, making comparisons unfair. Secondly, Classic McEliece
performs poorly in the KeyGen step relative to other schemes, sig-
nificantly skewing results. This limitation is inherent and acknowl-
edged, as the algorithm is not designed for frequent key generation.
TLS sessions, which typically last several minutes (with OpenSSL’s
default timeout set to 300 seconds [16]), upon a session expira-
tion, require a full handshake including all KEM operations. Classic
McEliece is better suited for scenarios with infrequent key rotation
and where efficient Encaps operations are prioritized. Therefore, it
was not included in the TLS handshake evaluation.

As for the two other code-based algorithms tested, HQC and
BIKE, the results for the entire TLS handshake are consistent with
expected results based on individual KEM operation runtimes.
HQC outperformed BIKE on each device, HQC being on average
2.7x faster than BIKE. On the slowest device being a difference of
216.5𝑚𝑠 , and on the fastest device a difference of 47.2𝑚𝑠 . These
results are consistent with Section 4.3.1’s reasoning on ranking
algorithms based on their order in higher-impact operations. HQC
outperformed BIKE in the more significant operations, and thus
HQC outperformed BIKE also in the entire handshake (performing
all KEM operations).

The network time in TLS connections is heavily dependent on
physical network infrastructure. In our experiments over the five-
hop and seven-hop networks, our wireless connection bandwidths
were typically between 150 and 250 Mbps. Smart grid equipment,
especially at the field area network levels, may have much lower
bandwidths due to their usage of low power protocols/devices such
as LoRaWAN and Wi-SUN [10]. The differences in data transferred
in each algorithm may be more pronounced in such systems. So,
when analyzing which of the tested algorithms works best in smart
grid systems, the available bandwidth should be considered as well.
HQC-128 transfers 6682 bytes over the network, while BIKE-L1
transfers 3114 bytes, 3568 less bytes than HQC-128. For example,
LoRaWAN operates at bandwidths ranging from 10 to 50 Kbps
[9, 26]. Assuming the lower end of 10 Kbps, HQC-128 would take
approximately 2.85 seconds longer to transmit than BIKE-L1, while
at the higher end of 50 Kbps, the difference drops to around 570𝑚𝑠 .
Whether this additional delay is acceptable depends on the specific
system requirements, and in long-range wireless networks, where
latency is inherently higher, such differences may be negligible.

5 Conclusion
As smart grids continue to evolve, ensuring their security against
emerging threats – particularly quantum computing – is of great
importance. This paper has explored the impact of post-quantum
cryptography (PQC) within the context of smart grids, benchmark-
ing several leading PQC algorithms to assess their viability in real-
world smart grid environments. Our analysis demonstrates that
ML-KEM consistently outperforms other PQC algorithms in terms
of efficiency, making it the most suitable candidate for integration
into smart grid infrastructures. However, in scenarios where di-
versification of cryptographic foundations is desired to mitigate
risks associated with potential future breakthroughs in cryptog-
raphy, code-based algorithms must be considered. Our analysis
demonstrates that HQC is best suited to this role of secondary PQC
algorithm, provided that the modest increase in bandwidth require-
ments, compared to BIKE, can be supported by the smart grid net-
work and devices. While BIKE offers advantages in terms of smaller
ciphertext sizes and lower bandwidth usage, HQC consistently
outperforms it in overall cryptographic operation performance,
making it the more practical choice for smart grid applications with
adequate bandwidth.

6 Future Work
Our work opens several promising avenues for future research.
The gathered results and the testbed can be used in network sim-
ulations to facilitate accurate and realistic digital-twin smart grid
simulations. The experiments can be expanded to a physical field
area network using previously mentioned protocols (LoRaWAN,
Wi-SUN, etc.). This would involve embedded implementations of
the PQC algorithms and help provide insights into the compari-
son and applicability of BIKE and HQC in such highly resource-
constrained environments. With access to such a network, the
various Low-Power Wide-Area Network communication protocols
could be evaluated in the context of PQC. The PQC algorithms
can be incorporated within networks that have real-time SCADA
devices and sensor communications. In doing so, the effectiveness
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of using the TLS protocol vs real-time Operational Technology (OT)
protocols can be evaluated. We also plan to expand the testbed by
integrating additional smart grid devices and implementing PQC
algorithms in real-world smart grid communication scenarios.
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