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but we need to know why
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the real world
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| to safe deployment of models

IS crucia
— Especially in the national security space
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Interpretable Machine Learning
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Figure 11: Raw data and explanation of a bad
model’s prediction in the “Husky vs Wolf” task.

Before After

Trusted the bad model 10 out of 27 3 out of 27
Snow as a potential feature 12 out of 27 25 out of 27

Table 2: “Husky vs Wolf” experiment results.
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Interpretable Machine Learning
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Figure 1. Testing with Concept Activation Vectors: Given a user-defined set of examples for a concept (e.g., ‘striped’), and random
examples @), labeled training-data examples for the studied class (zebras) (b), and a trained network (©), TCAV can quantify the model’s
sensitivity to the concept for that class. CAVs are learned by training a linear classifier to distinguish between the activations produced by
a concept’s examples and examples in any layer @). The CAV is the vector orthogonal to the classification boundary (v, red arrow). For
the class of interest (zebras), TCAV uses the directional derivative Sc ki () to quantify conceptual sensitivity ©.
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We need to move beyond natural image explanations

Feature Importance
Input Spectrogram (via LIME) s

Note very small range of color bar scale.
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We need to move beyond natural image explanations

« Majority of available interpretability techniques focus on natural image
classification

« National security data is multi-modal: images, text, time series, etc.

 National security projects involve more than classification: anomaly
detection, knowledge discovery, etc.
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Logan: Computer-Generated Text Log Anomaly Detection

score heatmap (color = number of rows with score in bucket)
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Count

combined score (default + user)
List of Entries | User Recorded Rules = Manual Logan Run User:  lissa v Machine: All Filters: = Score » Host » Ident v Unfamiliar »

Total: 774835
Search Search Options v

Score v User Score Combined Score  Host Timestamp

Message

M 0x04) - Correctabl
u m . cn4043 3/1/2021, 12:09:58 AM ipmievd . A e e

ECC logging limit reached

Memory sensor (0x04) - Correctable
[ @ ] mportant | . cn4043 3/1/2021,11:53:27 AM ipmievd y (Ox04)

ECC logging limit reached
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Logan: Computer-Generated Text Log Anomaly Detection
Logan Entry

Message:
Memory sensor (0x04) - Correctable ECC logging limit reached

Time: Mon Mar 01 2021 00:09:58 GMT-0700
Host: cn4043

Ident: ipmievd

Less Details

Elasticsearch ID: YOWg7HcBDOhEOu6-aln9

Machine: dw

Unfamiliar: false

Logan Score: 0.991884914709514

Training Model: turg-darwin-model-v03-dw-20210213-20210227-512x64-tp-ms|8

Elasticsearch Index:
logan-tool-results--turqg-darwin-model-v03-dw-20210213-20210227-512x64-tp-
msl|8--dw-syslog-2021.03.01

Explanation:
- 1) Topic 4 seems high: [*schedulercollector', 'vendor-support', 'tom2', ‘jobid',
'manager'... [1458 more]] ([feature: 20] 0.14285715 > 0.039230446867419014)
- 2) Average Hex Variable Value seems high ([feature: 29] 1896.0 >
114.35714285714286)
- 3) Topic 22 seems low: ['python’, 'echo’, 'nvme’, 'add_size', 'ahci'... [1455
more]] ([feature: 5] 0.0 <= 0.12791599552982894)
- 4) Topic 1 seems low: ['message-id',
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Why Los Alamos National Laboratory?

* Middle-ground between academia and industry
* Focus on important, hard problems neglected by academia and industry

» Opportunities to work on a variety of projects
—HPC
— Social Network Analysis
— Adversarial Defense
— Method Development
— Quantum Computing

* Diverse, friendly environment

» Offers summer and year-round research internships to students at all levels
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Thank you!

lissa@lanl.gov
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