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ROSETTA: Robust And Secure Mobile Target
Tracking In A Wireless Ad Hoc Environment

Satyajayant Misra†, Sarvesh Bhardwaj‡ and Guoliang Xue*†

Abstract— In this paper, we study the problem of accurate track-
ing of a mobile target by a central authority, using distance estimates
obtained by a group of untrusted anchors within the communication
range of the target. We show how to perform accurate localization
of the target in the presence of some compromised and colluding
malicious anchors that lie about the position of the target. We
also show how to identify most of these malicious anchors. In the
case where measurements are error-free, we derive an upper bound
(B) on the number of malicious anchors that may be involved in
localizing the target while still not being able to undermine its
accurate localization. We propose a scheme to correctly localize the
target when the number of malicious anchors within its range is
no more than B. It also identifies all the malicious anchors. In
the presence of positive measurement errors, we propose a scheme
based on convex optimization that can localize the target despite the
presence of an arbitrary number of malicious anchors in its range.
When the number of malicious anchors are no more than B, our
scheme localizes the target with an error less than 1m and is also
able to identify more than 80% of the malicious anchors. Both our
schemes are simple and easy to implement.

I. INTRODUCTION

Large scale distributed wireless networks are becoming com-
mon in both the military and civilian domains because of their
relative ease of deployment and minimum requirement of infras-
tructure [1]. Despite significant improvements in the miniaturiza-
tion and seamless deployment of the nodes making up the wireless
network [2] there are still many fundamental problems that need
to be addressed. The problem of node localization is one such
fundamental problem.

In an infrastructureless wireless network, for cost effectiveness,
not all nodes are equipped with self-localizing abilities. Most
nodes localize themselves using their position estimates obtained
from a group of nodes in the network called the anchors. The
anchors are wireless nodes that are fixed and know their own
positions, either by using a GPS device or from pre-programmed
information. The problem of accurate localization is fairly com-
plex due to the inherent errors in measurements resulting from
barriers, such as transmission delay and interference. Given this
scenario, the presence of malicious anchors makes this problem
significantly more complex and also introduces the need for
secure localization.
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In this paper, we study a variant of the secure and accurate node
localization problem, namely robust and secure mobile target
tracking. Target tracking aims to track and localize a mobile
node moving inside a network. One use of target tracking in a
military setting is to to identify the positions of mobile soldiers
or vehicles in any surveillance area to ascertain their safety. This
is, in general, the nature of target tracking considered in this
paper. In the rest of this paper, we use tracking and localization
interchangeably to refer to tracking the current position of the
mobile target. Secure tracking is necessitated by the untrusted
environment in which most wireless networks operate. In a
standard wireless network, the anchors are assumed to be trusted
and non-tamperable. However, this is a strong assumption in an
untrusted environment, specifically in a military setting. During
the period of operation, the probability of anchors being tampered
or compromised by an adversary is fairly high. These anchors may
be re-programmed by the adversary to provide false information
estimates about the target. Also, more than one such malicious
anchors may collude to falsely localize the target away from its
original position. This is a critical setback for the tracking process
as incorrect tracking of a target may have serious repercussions.

The problem of target tracking has been previously studied
in [3], [4]. However, to our best knowledge the problem of
secure target tracking has not been studied in any detail. In this
paper, we study the problem of secure and accurate tracking of
a mobile target using a group of untrusted anchors within its
communication range. The anchors obtain the distance estimates
of the target using distance bounding techniques [5], [6]. We
propose schemes that accurately track the target and also identify
the malicious anchors that lie about the position of the target.
We note here that we demonstrate our schemes through target
localization at a given instant of time. Multiple such localizations
(mechanism omitted for lack of space) at different time instances
will result in tracking of the target.

Given a target t and a set St of anchors in the range of t,
the bound circle of an anchor i is the circle with i’s position as
the center and the radius equal to the estimate of the distance
between t and i. The location of the target is the point in the
network where the greatest number of bound circles intersect.
The presence of malicious anchors in the network can interfere
in the localization process by introducing false candidate locations
of the target. Hence, we derive an upper bound B on the number
of false anchors in the range of the target despite which we can
still robustly localize the target. In the rest of the paper, we use
the terms malicious anchors and lying anchors interchangeably.
In this paper, we assume that the malicious anchors only lie by
enlarging the distance estimates of the target.
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We study two aspects of the problem. The first is when the
localization estimates are exact, hence, the position of the target
can be precisely estimated as the point of intersection of all the
bound circles corresponding to the truthful anchors. The second
aspect studied is when the localization estimates have positive
errors. In the presence of positive measurement errors, instead of
a point we obtain a bound region R corresponding to the area
of intersection of the bound circles. In this case, we propose a
heuristic to track the target accurately, regardless of the number
of malicious anchors in range of the target, provided that the
number of truthful anchors in range of the target is at least
three. We note here that the distance estimates from at least
three anchors is necessary for any possible localization of the
target in 2-dimensions. Our schemes also identify the malicious
anchors. In the case with measurement errors, the identification
of the malicious anchors is pessimistic, in the sense that some of
the malicious anchors can escape identification. However, neither
scheme has any false positives.

In Section II, we briefly survey related work in the area
of secure localization in wireless ad hoc networks. Section III
presents the system model. Section IV discusses target tracking
in the absence of measurement errors. In Section V, we present
the mechanism for target tracking in the presence of measure-
ment errors. Section VI presents the simulation results and in
Section VII, we present our conclusions and scope for future
work.

II. RELATED WORK

Lazos and Poovendran [7] proposed a range independent local-
ization algorithm to securely estimate the position of nodes in a
wireless sensor network using beacons transmitted from anchors.
Li et al. [8] identified a list of attacks that are unique to localiza-
tion and proposed statistical methods to make triangulation and
RF-based localization attack-tolerant. C̆apkun et al. [6] proposed
a novel approach to secure localization based on hidden and
mobile base stations. In [9], Du et al. proposed a general scheme
to detect localization anomalies caused due to the presence of
adversaries. In [10], Lazos et al. proposed a range-independent
localization and location verification scheme for wireless sensor
networks. In [11], Liu et al. introduced many techniques to detect
and remove compromised beacon nodes, avoid false detections,
and also detect replayed beacon signals. In [6], C̆apkun et al. an-
alyzed the resistance of positioning techniques to position and
distance spoofing attacks and proposed a scheme that can be used
for secure positioning in wireless networks.

There have been many significant works that use optimization
for localization in wireless networks. Here we identify a few
that are pertinent. In [12], Bulusu et al. proposed distributed
algorithms for localization of low power devices based on con-
nectivity. In [13], Doherty et al. described a method that uses
connectivity constraints and convex optimization for localization
in a wireless sensor network where some of the beacon nodes
know their positions. Nagpal et al. and Savvides et al. in [14]
and [15], proposed localization using distributed propagation of
location information and multilateration. Cheng et al. in [16],
presented a time difference of arrival based position system for
efficient location discovery in outdoor sensor networks. In [17],

Savvides et al. derived the Cramér-Rao Lower Bound (CRLB)
for network localization. They proposed that the error introduced
by a localization algorithm is as important as measurement
error when assessing end-to-end localization errors. In [18],
Niculescu et al. applied the CRLB to a few of the general classes
of localization problems. To the best of our knowledge no work
in literature has attempted to propose a robust and secure target
tracking solution as proposed by us in this paper.

III. SYSTEM MODEL

The system model of our fixed anchors based wireless local-
ization framework is based on the following assumptions:

1) The network consists of a set of anchors S = {Ai, i =
1, . . . , n} that are manually placed or deployed randomly
and are fixed after deployment.

2) Each anchor Ai knows its own position ai (ai = (aix, aiy)).
3) All communications between the anchors and the mobile

target are bidirectional.
4) The mobile target is assumed to be pseudo-static in the time

instant, i.e., it is static during the tracking procedure which
is of a short duration.

5) All measurements are 2-dimensional, however, the tech-
niques apply to 3-dimensional measurements also.

A. Network Model Assumptions

1) We assume that the anchors and the mobile target are
equipped with omnidirectional antennas.

2) The target and the anchors share symmetric keys for secure
and authentic communication.

3) The positions of no three anchors in the network are
collinear.

4) The central authority knows the positions of all the anchors
in the network.

5) The anchors obtain the mobile target’s distance estimate
using the distance bounding (DB) protocol [6]. The nodes
contain specialized hardware for such high speed DB.

6) Although the error in high speed DB is of the order of
0.08% [6], our schemes are robust enough to handle bigger
errors ranging between [0, 10%] of the measured value.

B. Threat Model and Security Assumptions

In a wireless ad hoc network the adversary may be classified
as, either an outside adversary or an inside adversary. An outside
adversary is an entity that is not part of the network and is gen-
erally assumed to have computation ability and communication
range that are orders of magnitude higher than the nodes in the
network. However, these abilities are not unbounded. An outside
adversary can jam or eavesdrop on communication, compromise
legitimate nodes, and inject false nodes in the network. An inside
adversary on the other hand, refers to a node in the network that
has been compromised, in most cases by an outside adversary.
The inside adversary is also a potent attacker as it forms a part
of the system and, hence is privy to the shared secrets required
for secure mutual and group communications.

In this paper, we address the issues of secure target tracking in
the presence of colluding inside attackers and also identification of



3

these attackers. These inside attackers are compromised anchors
that lie about their distance estimates and may also collude to
localize the target incorrectly, resulting in inaccurate tracking of
the target. Lying anchors can compromise the location discovery
process, in turn affecting neighbor discovery and routing. This
may seriously malign the usefulness of the network. We do not
consider the problem of the mobile target attempting to lie about
its position. Some previous works, such as [6], [7] already exist
in literature addressing this issue in some detail.

We assume that the communication in the target tracking
process is secure and authentic. Use of high speed (DB) prevents
wormhole attacks [2], which are a potent attack against local-
ization [6]. In addition, the fact that the central authority knows
the positions of the anchors, helps prevent sybil attacks [2]. The
only other possible attacks are Denial of Service (DoS) attacks
and distance enlargement or reduction by the malicious anchors.
Protection against DoS attacks are outside the purview of this
paper. However, we note that there are mechanisms in literature
that address DoS attacks in wireless networks to varying degrees.

The procedure adopted in DB is useful in preventing distance
reduction attacks. One such mechanism is given here. Using DB,
the two parties involved in communication can estimate each
other’s distance. After DB, the target can send its estimate of
its distance from the anchor, encrypted using a secret key that
it shares with the central authority, to the anchor. The anchor
in turn, sends its distance estimate of the target, its position
information, and the encrypted information from the target to
the central authority. The central authority can identify the lying
anchor by comparing the distance estimate from the anchor with
that from the target. We note here that the only way that distance
reduction attacks can happen is if an anchor lies about the distance
estimate obtained during DB. The above procedure can rule out
distance reduction attacks. However, distance enlargement is not
so easily identifiable because the anchor can enlarge the distance
estimate during DB itself. This cannot be unidentified by the
target. In this case, at the central authority the encrypted bound
estimate from the target and that from the anchor would be the
same. Our schemes address this distance enlargement attack and
detect the lying anchors.

As mentioned in Section I, target localization in the presence
of positive measurement errors results in a region R. We consider
only positive errors in this paper, as negative errors are generally
rare. The error is often dominated by the positive terms resulting
from computation overheads at the sender/receiver and also the
propagation delay. In a network with malicious anchors, the
boundary of the region R may be defined by the distance estimate
of a malicious anchor. Since there is no limit on the amount by
which a malicious anchor lies, therefore the area of region R
could be considerably large, thus introducing a significant amount
of uncertainty in the target’s location. However, in Section IV,
we show that for a more specific version of the problem, where
the measurements are error-free it is possible to obtain an upper
bound B, on the number of malicious anchors out of N anchors
in the range of the target, whose presence does not undermine
the exact localization procedure. In this situation, we provide a
technique to precisely localize the target and also identify the
malicious anchors. In Section V, we relax the assumption of

anchor
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Fig. 1. Localization with multiple anchors, no measurement errors

non-zero measurement errors and propose a heuristic for target
tracking. Our results indicate that when the number of malicious
anchors are no more than B, our technique can still localize the
target with a high accuracy (the size of R is small) and identify
a significant number of malicious anchors. Even when the upper
bound B is not satisfied the scheme has a good performance.

IV. TARGET TRACKING IN THE ABSENCE OF MEASUREMENT
ERRORS

If the distance bound measurements are error-free then the
target is positioned on the circumference of the bound circle of an
anchor in its range. In case there are more than one anchors within
the communication range of the target, the position of the target
is the common point of intersection of all the bound circles as
shown in Figure 1. If some of the anchors, in range of the target,
are lying by enlarging their corresponding distance bounds then
the target will be located inside their corresponding bound circles,
instead of on the circumference. Hence, it appears that if some of
the anchors are lying but the majority (more than half) is truthful,
then we can still correctly localize the target as the point where
the majority of the circles intersect. However, in the following
example, we show that even if the majority anchors are telling the
truth, there is a possibility that the remaining malicious anchors
can collude to obtain another point as the location of the target.

A. Motivating Example

Figure 2 shows a scenario with a target and 8 anchors in
it’s range labeled as {1, 2, . . . , 8}. The truthful anchors (bound
circles shown in solid) are given by the set T = {1, 2, 3, 4, 5}
and the malicious anchors (bound circles shown in dashed) are
denoted by F = {6, 7, 8}. The correct position of the target is
the point of intersection B of the bound circles T . The malicious
anchors lie by enlarging their distance estimates, such that the
point B does not lie on the circumference of their bound circles,
but is contained inside them. In addition, the malicious anchors
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Fig. 2. Failure of localization despite majority of the anchors being truthful
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({6, 7, 8}) collude in an intelligent manner to intersect in another
point A where two truthful anchors 4 and 5 also intersect. Hence,
the number of anchors that intersect at the correct location of the
target (point B) is 5 ({1, 2, 3, 4, 5}) and the number of anchors
that intersect at the false location of the target (point A) is also
5 ({4, 5, 6, 7, 8}). Thus, there are two candidate locations of the
target (point A and B) with the same defining characteristics, that
is, majority of anchors intersect at the two locations. Under such
a scenario it is impossible to uniquely localize the target.

B. Conditions for Exact Localization of the Target

As shown in the previous example, even if a majority of
anchors in range of the target are truthful, it does not guarantee the
exact localization of the target. Hence, we now derive the upper
bound B on the number of malicious anchors out of N anchors
in range of the target, despite whose presence exact localization
of the target can be performed.

Lemma 1: Given three distinct circles A, B, and C, with
different centers and radii, they have at most one point of
intersection if and only if their centers are non-collinear.

Corollary 1: Given that no three anchors in the network are
collinear, the bound circles corresponding to three or more
anchors cannot have more than one point of intersection.

Theorem 1: Given that the number of anchors in the range of
a target is N and that some of them are malicious and colluding,
a) the minimum number of truthful anchors required for exact
localization of the target in the presence of colluding malicious
anchors is given by dN/2e+ 2 and
b) if the number of malicious and colluding anchors is M , the
number of truthful anchors needed for the correct localization of
the target is at least M + 4.

Proof: a) We have already shown in our motivating example
that the presence of dN/2e+1 truthful anchors does not guarantee
the exact localization of the target. Thus, let the number of truthful
anchors in the range of the target be at least dN/2e + 2. We
know that at least three anchors are required for localization of a
target. Hence, dN/2e+ 2 ≥ 3. Let the target be located at point
t, which will also be the common point of intersection of bound
circles of all the truthful anchors. For any other point t′ to be a
possible candidate location for the target, another set of dN/2e+2
bound circles would have to intersect at t′. From corollary 1, the
maximum number of truthful anchors that can intersect at t′ is 2
(because they already intersect at t). In addition, if the remaining
bN/2c− 2 malicious anchors collude, t′ can also be the point of
intersection of those bN/2c− 2 malicious anchors. Thus making
the number of intersecting circles at t′ to be bN/2c − 2 + 2 =
bN/2c. Hence, any point (except t) in the network cannot have
more than bN/2c anchors intersecting at its position. Thus, the
target is exactly localized at the point t. Therefore, if we have a
minimum of dN/2e+2 truthful anchors in range of the target then
the target can be localized at a point (the correct location) where
the bound circles of those anchors intersect. Given the minimum
number of truthful anchors we obtain the maximum number of
malicious anchors in the network to be bN/2c − 2. This is the
upper bound B on the number of malicious anchors that can exist
in range of the target without hampering the correct localization
of the target.

b) If the number of malicious anchors is M , then the number
of truthful anchors is given by N −M . From part (a), sufficient
conditions for the exact localization of the target are given by

N −M ≥
⌈

N

2

⌉
+ 2 (1)

M ≤
⌊

N

2

⌋
− 2. (2)

From both (1) and (2), we obtain N ≥ 2M + 4. Thus, given
M malicious anchors in the range of the target, the total num-
ber of anchors required for exact localization of the target is
N ≥ 2M + 4. In addition, the number of truthful anchors
required is at least dN/2e+ 2 = M + 4.

C. Identification of Malicious Anchors

Under the conditions described above for exact localization
of the target, it is fairly straightforward to catch the malicious
anchors once the target has been localized. For each anchor i, the
distance di between the location of the anchor and the location
of the target is computed. Since each malicious anchor lies by
giving a wrong estimate of the distance between its position and
the target, an anchor i will be malicious if di 6= ri, where ri is
the radius of the bound circle of anchor i. It should be noted that
all malicious anchors can be identified irrespective of the amount
of their distance enlargements.

We now address the more general problem of target tracking
in the presence of measurement errors.

V. TARGET TRACKING IN THE PRESENCE OF MEASUREMENT
ERRORS

Distance measurements in a wireless network are generally
prone to measurement errors (mostly enlargements) due to the
noisy and delay prone wireless medium. Hence, the position es-
timates of a target are error-ridden. Using a specialized hardware
for DB, the measurement errors can be reduced to an order
of 15 cms at a distance of 2 kms [6] (0.075%). However, we
demonstrate using simulations that our scheme is robust enough to
handle a significantly wider range of measurement errors ranging
between [0, 10%] of the measured value. Due to the error in
measurement, the intersection of the bound circles of the anchors
is a region R as discussed before. That is, if Ci is the set
of points inside the bound circle of anchor i, then the region
R = {x| x ∈ R2, x ∈ ∩N

i=1Ci}, where N is the number of
anchors in the range of the target. Since we make no assumption
regarding the distribution of the distance estimates of the target
from an anchor, all points inside the region R are equally likely to
be the position of the target. We attempt to obtain a likely position
of the target in this region. Since the sets Ci’s are convex sets,
their intersection region R is also convex. Hence, our problem
is that of identifying a feasible point inside a convex region or a
convex feasibility problem. Thus the problem can be written as,

min
x

1

subject to x ∈ R =
N⋂

i=1

Ci.
(3)
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Figure 3 shows an example scenario. The target is located at
point A and it has 5 anchors ({1, 2, 3, 4, 5}) in its range. Four
of the anchors ({1, 2, 3, 4}) are truthful anchors, whereas anchor
5 is a malicious anchor. The feasibility region R is shown in
the shaded region. The solution of the convex feasibility problem
could result in the point B as the estimate of the location of
the target. As can be seen from the figure, the distance between
point B and point A is quite large and depends on the amount
by which anchor 5 lies. Thus, from the solution of the feasibility
problem in (3), the maximum error between the actual location of
target and its estimated location can be maxx∈R ‖xt−x‖, where
xt is the location of the target and ‖ · ‖ is the Euclidean norm.
As shown in Figure 3, in the presence of malicious anchors, this
distance can be quite large. Instead, if the location of the target
is estimated using a point xc in the center of region R, then
‖xt− xc‖ ≤ maxx∈R ‖xt− x‖. Thus, by estimating the location
of the target as the center of the region R, both the worst and
average case errors in estimation can be minimized.

Fig. 3. Secure target tracking in the presence of measurement errors

The center of the region R can be obtained by solving the
following second order cone problem (SOCP) [19],

min
x,δ

δ

subject to ‖x− ai‖2 ≤
[
ri · (1 + δ)

]2
, i = 1, . . . , N

δ < 0

(4)

instead of the feasibility problem in (3). The first N constraints
in (4) correspond to the constraint x ∈ R. The objective δ
corresponds to the proportion by which the radius of each bound
circle has to be reduced without making the region R a null set. ri

and ai correspond to the distance bound estimate and the center,
respectively, of the i-th anchor. The optimal solution x∗ to the
above optimization problem is the approximation of the center of
the region R.

As specified earlier, the problem of target tracking is central-
ized. The distance estimates are sent by the anchors to the central
authority, which calculates the position of the mobile target. In
our scheme, the centralized authority solves a convex optimization
problem to obtain a likely position of the target. We transform
the constrained optimization problem in (4) into the following
unconstrained optimization problem

min
x,δ

t · δ−
n∑

i=1

log
[
(ri · (1+ δ))2−‖x− ai‖2

]− log(−δ) (5)

where, t is a constant. This problem can be solved by the barrier
method [19] using the Algorithm 1. The minimization in the

centering step uses the Newton’s method [19] with a tolerance
η = 1× 10−6.

Algorithm 1 Algorithm of Barrier Method

1: Given a strictly feasible x, t = t(0) > 0, µ > 1, tolerance
ε > 0. {t(0) = 1.0, µ = 10.0}

2: repeat
3: Centering Step: Starting at x, compute x∗(t) by minimiz-

ing the objective in (5).
4: Update x := x∗(t).
5: Increase t: t = µ · t.
6: until N/t ≤ ε {ε = 1× 10−6}

As the barrier method progresses, the value of δ keeps getting
smaller. This results in the reduction of the bound circles, hence
reducing the intersection area. After a number of iterations, when
the size of the feasible region has reduced significantly, the
algorithm exits and outputs a point x∗ which is the center of
the region. This point x∗ is the estimate of the location of the
target.

The barrier method presented in Algorithm 1 requires an initial
starting value for x which is strictly feasible. To obtain point x
we reduce the bounding circles of all the anchors by a very small
amount and find the points of intersection of every possible pair of
anchors. Any one of these points which lies inside all the bound
circles is chosen as x.

Algorithm 2 Algorithm for Identifying Malicious anchors
1: GIVEN: The numeric center x∗ of the intersection region.
2: VERTICES = {x| x is a vertex of R}
3: rR = 0. {Defines the radius of the intersection region R}
4: for all y ∈ VERTICES do
5: if ‖y − x∗‖ > rR then
6: rR = ‖y − x∗‖.
7: end if
8: end for
9: for all anchors i, 1 ≤ i ≤ n do

10: riε = riε/(1 + εmax). {riε is reduced}
11: if ‖x∗ − ai‖ ≥ riε then
12: Anchor i is not malicious.
13: else
14: riε = riε - rR.
15: if ‖x∗ − ai‖ ≥ riε then
16: Anchor i is not malicious.
17: else
18: Anchor i is malicious, commence revocation process.
19: end if
20: end if
21: end for

A. Identification of malicious anchors

Let the measurement error proportion of a localization estimate
for any anchor i be given by εi. Let the maximum possible
measurement error, a known system parameter, be given by εmax.
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The value of the distance bound estimate with measurement error
for anchor i (malicious or truthful) is given by,

riε = ri · (1 + εi). (6)

Let θi be the proportion by which an anchor i enlarges its distance
estimate. Thus, for a truthful anchor i, θi = 0. However, for a
malicious anchor i, the value of θi is unknown. Thus, in general,
the final radius of an anchor i can be written as,

riθ = ri · (1 + εi) · (1 + θi). (7)

We note here that in case a malicious anchor lies by a small
amount θi, such that,

riθ ≤ ri · {1 + εmax}, (8)

then it is not possible to ascertain whether the enlargement is a lie
or is simply a measurement error. That is, since εi is not known,
it is difficult to distinguish between whether the anchor is lying
or is just subject to maximum possible measurement error εmax.

Algorithm 2 underlines the procedure to identify the malicious
anchors. The vertices of region R in Step 2 of Algorithm 2 are
obtained by finding out the points of intersection of all possible
pairs of distance bound circles and choosing the points lying
inside all the circles.

In order to discount the measurement errors, the radius of each
anchor i is reduced by the proportion (1 + εmax). Hence, the
reduced radius of i becomes,

r′iθ = riθ/(1 + εmax) = ri · (1 + εi) · (1 + θi)/(1 + εmax). (9)

Since r′iθ is obtained by dividing each radius riθ by (1 + εmax),
thus for truthful anchors r′iθ ≤ ri. Also, since we assume that
the lie θi for a malicious anchor i does not satisfy equation (8),
therefore r

′
iθ > ri. If we knew the distance ri of each anchor i

from the target, using the values of r′iθ and ri we could have easily
identified the malicious anchors from the truthful ones. However,
as we have mentioned earlier, in the presence of measurement
errors, the position of the target cannot be estimated precisely,
hence the ris cannot be calculated exactly.

In our scheme, the location of the target is approximated by
x∗ with an uncertainty region R around it. In such a case, we
estimate ri as follows. Let us denote the distance between the
center Ci of anchor i and x∗ as d(Ci, x∗). The distance ri of the
target from the anchor i is then estimated by the quantity r̂i =
d(Ci, x

∗) + rR, where rR = max{d(x, x∗)| x ∈ R}. That is, rR

represents the radius of R. Steps 3 to 8 of Algorithm 2 describe
how to find rR. Since the actual location of the target is inside R,
it can be shown that ri ≤ r̂i. Now the actual set of truthful anchors
is, T = {i| r′iθ ≤ ri}, and our estimated set of truthful anchors is
T ′ = {i| r′iθ ≤ r̂i}. Using ri ≤ r̂i, it is clear that T ⊆ T ′. Hence,
the set of truthful anchors estimated using our scheme contains
all truthful anchors. In addition, it could potentially include some
malicious anchors. Thus, our approach is pessimistic, in the sense
that it might result in some malicious anchors being classified as
truthful. However, under no circumstances is a truthful anchor
classified as malicious. If the initial set of anchors was U , then
the set of malicious anchors is given by U \ T ′ = {i| r′iθ > r̂i}.
Steps 9 to 21 of Algorithm 2 identify the malicious anchors. The
next section illustrates the effectiveness of our schemes through
simulations.

VI. SIMULATION RESULTS

In this section, we present the simulation results that validate
our analyses. We have implemented the proposed schemes in
Matlab 7.0.4. The simulation region is assumed to be a field of
dimensions 100m × 100m. The position of the mobile target is
chosen randomly in the network. Once the position of the target is
chosen, we deploy anchors randomly around the target such that a
certain number of anchors are within the communication range of
the target. The communication range of the anchors and the target
is chosen to be 35m. The maximum value of the measurement
error is chosen to be εmax = 0.1. Hence, if ri is the correct
distance bound of anchor i then the estimated bound may lie
uniformly in the range [ri, ri · (1 + εmax)]. The maximum value
for the proportion of lie θmax = 1.0. So, a malicious node i with
the true value of its estimated bound being riε sets its bound
to be a random value between [riε, riε · (1 + θmax)]. For the
case without measurement errors, the simulations are averaged
over 100 iterations for each given total anchor count in range
of the target. For all the runs the number of false malicious
anchors is no more than B as defined in Section IV. Our scheme
localizes the target correctly in 100% of the cases and also catches
the malicious anchors with a success rate of 100%. This level
of accuracy is achievable as their is no margin for error for a
malicious anchor. If the target does not exist on it’s bound circle
then the anchor is surely lying and is identified.
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Fig. 4. Simulation results in the presence of measurement errors

Figure 4 shows the results of localization in the presence of
measurement errors. We illustrate two cases. First, when the
number of malicious anchors are more than B. The second case,
is when the number of malicious anchors are no more than B. For
a given number of anchors within the range of a target we execute
20 runs for each possible configuration of number of malicious
anchors for better convergence of the results. The case where the
number of lying malicious anchors is no more than B is denoted
as LBL (Less than equal to B Lying) in the graphs and the case
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where the number of lying malicious anchors is more than B is
denoted as MBL (More than B Lying).

In Figure 4(a), radius MBL refers to the plot corresponding to
the radius of the region (rR), as obtained in Algorithm 2 when
the number of lying anchors are more than B. The plot radius
LBL corresponds to rR when the number of lying anchors are
no more than B. The value of rR when the number of anchors
lying is no more than B is lesser than rR when the lying anchors
are more than B. This is because in the former case the number
of truthful anchors, which have tighter bound circles, are more.
Hence, R which is defined by these true bound circles is smaller.
The same figure also shows the amount of localization error that
occurs if we approximate the position of the target by the center
x∗. LE refers to localization error, LBL and MBL are the same
as before. When the number of malicious anchors is no more
than B, the localization error is much less, for a similar reason
as before. A small R means that the center of the region x∗

is a suitable approximation of the correct location of the target.
Even in the worst case, the error in localization is less than 1m.
This demonstrates the suitability of our scheme even when the
measurement error is appreciable.

Figure 4(b) shows the fraction of malicious anchors caught
when the number of lying anchors is no more than B; plotted as
LBL, and the fraction caught when the number of lying anchors
is more than B; plotted as MBL. Our scheme on an average
catches more than 65% of the malicious anchors irrespective of
the total number of malicious anchors in range of the target. The
scheme has a very high success rate when the number of truthful
anchors is more than dN/2e+ 2. From our experimental results,
we have observed that when the number of anchors in range of the
target is greater than or equal to 18, more than 90% of the lying
anchors are caught. The better performance can be attributed to
the fact that with the increase in the number of truthful anchors
R becomes smaller, hence more lying anchors get caught.

In Figure 4(c) and 4(d), the illustrations correspond to the case
where there are a total of 24 anchors in the range of the target.
We illustrate the statistics of maximum, average, and minimum
number of lying anchors that our scheme identifies over 50
runs for a given number of malicious anchors in range of the
target. Figure 4(c) illustrates the instances where the number of
malicious anchors are atleast B and Figure 4(d), the instances
where the number of lying anchors are no more than B. When
no more than B anchors are lying, in the best case, we are
able to identify all the lying anchors. Also, in the average case,
our scheme identifies more than 90% of the lying anchors. It is
noteworthy that even when B or more anchors are lying, in the
average case, more than 60% of the malicious anchors are caught.
The success rate is lower because there are more malicious
anchors, as a result R becomes larger and thus for anchor i
r̂i becomes larger. This results in less malicious anchors being
caught. We note that all the lying anchors are not always identified
because of the reasons outlined in Section V-A. However, the
significant success rate highlighted by the simulation results
reinforces the usefulness of our schemes to provide robust and
secure target tracking in the untrusted wireless environment.

VII. CONCLUSIONS AND FUTURE WORK

In this paper, we have proposed two robust and secure schemes
for target tracking. We have also proved a necessary bound on
the number of false anchors whose presence does not undermine
the accuracy of target localization in an error-free environment.
Our first scheme handles localization when there are no measure-
ment errors, whereas the second scheme handles the case with
measurement errors. Simulation results show the effectiveness
of our schemes in localizing the target and also identifying the
malicious anchors. In future, we shall attempt to provide a stricter
performance bound on our second scheme.
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